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Technology 
Enabler 

Name 
Features in D3.3 New Features in D3.4 Future Features in D3.5 

Resilience 
(VTT) 

Real-Time 
Congestion 

Management 
(TAU) 

Breaking down the 
service into micro 

services to enhance 
modularity of algorithms 

and to facilitate 
coordination and 

cooperation of 
developers. Specifying 
the steps in which the 

implementations could be 
realized. Those steps are 

data preparation and 
harmonization, work 

related to edge server 
(engineering the 

hardware, establishing 
virtual machines, 

networking), component 
development and testing, 

integration testing of 
developed components, 
and finally, piloting the 

solutions. 

Micro services and the hardware 
where they are going to be executed 
have been decided. Initial agreement 

on the timeline of microservice 
developments done by different 

organizations aimed at piloting the 
whole solution. Harmonizing Input 

data has been completed. (validating 
the input data is expected to be 

completed by the end of April). It is 
expected to have the first version of 

state estimation micro service 
necessary for real-time congestion 

management ready for this 
deliverable. The first version of the 

test environment where the 
developed micro services will be 

tested is also expected to be ready. 

Real-time CM is also 
developed. State estimation 

and real-time CM micro 
services are integrated for 

the full-service testing in Lab 
with real-world input data 
(grid and load data). The 

tested setup is piloted in the 
pilot site and some results are 

already achievable. 

HEMS 
(INESC) TE not described in D3.3 

Integrations with PT pilot DERs: Heat 
pump, EV charger and inverter. 

Core functionalities developed and 
initiated deployment. 

Improvement of the 
integration between DER and 

Cloud service. 

New functionalities 
developed: flexibility actions, 

user notifications and 
incentives. 

Digital 
platform 

capabilities 
for 

distribution 
automation 

(ABB) 

TE not described in D3.3 
Implemented virtualized protection 

solution and pre-processing modules 
to calculate Fast Fourier Transforms. 

Modules to provide 
communication capabilities 

to the solution, namely to 
SCADA, to the congestion 
management and anomaly 

detection solution. 

Data storage for the results of 
the application. 

 

Summary: 9 cloud technology enablers addressing use cases like flexibility optimization, 
demand response, energy poverty alleviation, congestion management and manual frequency 

restoration reserve. 
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6 concludes the document. Finally, Appendix A contains details of input and output variables of 
relevant technology enablers, and Appendix B has a characterization of a service that has a different 
nature from the others in this delivery (User Interface). 

1.4 RELATIONSHIP WITH OTHER WORK PACKAGES 
Work package 3 is defined as a pivot work package devoted to the identification, evolution and 
development of digital technology enablers that provide AI capabilities to pilot activities, equipping 
or migrating their data interfaces to interoperable capabilities at a syntactic or semantic level. 

As depicted in Figure 1, work package 3 has a direct relationship with the concept from the services 
to be developed, which were designed in scope of work package 2, as Business (T2.2) and System 
use cases (T2.6), and the baseline for the activities and existing digital platforms and technology 
enablers brought by project partners. Departing from these resources, work package 3 splits into 
several tasks devoted to the identification and extension of demo specific IoT proprietary digital 
interfaces, platforms and tools (T3.1). These technology enablers are then split into services that 
focus on consumers (T3.2), on using AI on the edge level, namely Federated Learning Algorithms, 
Tools and Services on the edge (T3.3) and AI/ML services on the cloud layer, that focus on operation 
and planning of infrastructure (T3.4). Lastly, to achieve cloud-edge continuum, a task is devoted 
designing, developing and implementing a computational orchestrator for workload offloading of 
real-time AI applications (T3.5). 

The services delivered by WP3, namely in scope of T3.3, will be shipped and integrated in the 
project-level digital interoperable platforms in WP4. There, services will be equipped with the Open 
Data Connector for interoperable inter-organization data exchanges that comply with the new data 
space protocol, ensuring data sovereignty in all data exchanges. To support this interoperable 
vision, services from WP3 will be mapped into Data Apps (which under the new data space protocol 
may be a collection of specific control-plane policies and specific/optimized data planes) that are 
deployed in tandem with the Open Data Connector (T4.2) (HEDGE-IoT uptake of the Eclipse Data 
Connector (EDC)), made discoverable, deployable and hostable (opt-in) in the App Store (T4.1). 
Semantic interoperability features such as reasoning will be considered by service providers and 
developed in scope of T4.3.  

Finally, the cumulative contributions of technical work packages 3 and 4 are delivered for 
integration in the starting digital platforms and services of work package 5 for piloting. 

D3.4 focuses on the work carried out in scope of work package 3, namely in T3.2, T3.3, T3.4 and 
T3.5, from M13 to M19, delivering specifications, designs and implementation of technology 
enablers across the energy ecosystem and the edge/fog/cloud layers, empowered by a 
computational orchestrator to benefit from the edge-cloud continuum. 
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FIGURE 1 - RELATION BETWEEN WORK PACKAGES 
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2.1 FEDERATED LEARNING SERVICE FOR ENERGY 
FORECASTING 

2.1.1 Description of technology enabler 

On D3.3, the previous iteration of this deliverable, a detailed description of this approach was 
provided. Therefore, section 2.1 of D3.3 is the reference for the description of this service. The 
Federated Learning (FL) for Energy Forecasting service aims to enable privacy-preserving, 
decentralized energy forecasting. It was originally designed to train forecasting models (e.g., LSTM, 
BiLSTM) centrally and deploy them on low-resource residential edge devices such as Shelly 3EM. 

As described in D3.3, the concept relied on transmitting encrypted model updates from edge nodes 
to a central server and pushing trained models back to the devices. However, during testing since 
D3.3, it was found that cloud-trained models were too computationally intensive to run on the edge 
devices due to their limited resources. 

In response, the service is now undergoing some alterations. Instead of running full models on edge 
devices, the updated goal is to translate trained models into lightweight matrix operations that can 
be executed locally. This mathematical simplification would allow for local inference without the 
burden of model complexity, while still preserving user data privacy. 

 

FIGURE 2 - FEDERATED LEARNING SERVICE FOR ENERGY FORECASTING ARCHITECTURE DIAGRAM - 
ICCS 
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2.1.4 Integration with HEDGE-IoT interoperability framework 

As of D3.4, no functional integration has been completed yet. 

2.1.5 Implementation details 

As of deliverable D3.4, testing revealed that running cloud-trained forecasting models directly on 
Shelly 3EM edge devices is not feasible due to computational constraints. As a result, the 
architecture is being restructured to support lightweight inference via pure mathematical 
formulations (e.g., matrix multiplications) derived from trained models. 

This change represents a significant shift in the implementation strategy. The new approach 
focuses on translating trained models into simplified matrix-based operations suitable for 
execution on constrained edge hardware. 

2.1.5.1 Functionalities 

Table 6 shows the list of functionalities comprehended by this service. 

TABLE 6 - FEDERATED LEARNING SERVICE FOR ENERGY FORECASTING FUNCTIONALITIES 

Functionality Description Implemented Expected Month of 
Implementation 

Privacy-preserving 
architecture 

FL architecture designed to keep 
raw data local 100% M13 

Cloud model training Central training using real data 70% M26 

Mathematical model 
translation 

Planned simplification of models 
to matrix operations for edge 
inference 

0% M30 

Integration with the App 
Store 

Service registered and packaged 
in the HEDGE-IoT App Store 0% M32 

2.1.5.2 Integration and dependencies 

Current integration remains theoretical. The architecture anticipates the following dependencies: 

1. Shelly 3EM meters: 

Collect and send real-time production and consumption data from residential households. 
These devices are also intended to apply centrally trained models (translated to matrix 
operations) to local data in order to perform inference directly on the device. 
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space connector. While this is still the plan, a new integration is being planned and it is detailed 
below. 

Under the HEDGE-IoT interoperability framework, this service will directly integrate with a 
transversal component of the project called the app store. The exact architecture for this 
integration is still unclear, as the app store is under development, but it is important to mention that 
the service will be described in this store and, if possible, packaged under it as well. 

2.2.5 Implementation details 

The implementation of the integration with the computational orchestrator has also started and is 
in the early stages, which include the preparation of the FL service to send/receive inputs from the 
orchestrator. 

Lastly, the expectation for M30 has not changed much. The plan is to have the service fully 
implemented and scaled to a larger number of pilot users (TRL 5), ready for the beginning of the 
large-scale pilot on M33. Additionally, the plan is to have, at least, a rough integration with the 
interoperability components of HEDGE-IoT, namely the data space and the App Store. 

2.2.5.1 Functionalities 

Table 7 shows the list of functionalities comprehended by this service. 

TABLE 7 - VECTOR AUTOREGRESSIVE MODEL FOR ENERGY TIME SERVIES FORECASTING 
FUNCTIONALITIES 

Functionality Description Implemented 
Expected Month 

of 
Implementation 

Data Storage 
Each agent in the FL approach 
stores their data locally in an 
encrypted way. 

100% M18 

Data encryption 
P2P procedure where data is 
shared and partially encrypted by 
all peers.  

100% M13 

Privacy preserving model 
fitting 

P2P procedure where each agent 
trains its model locally and then 
shares encrypted coefficients 
with the remaining peers 

70% M26 

Forecast energy 
consumption 

Each agent computes its 
decrypted forecast of the energy 
consumption data stored in it 

70% M30 

Compute node resources 
and energy usage 

Agents compute their resource 
usage percentage and energy 
consumption of the algorithm 

80% M22 
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FIGURE 7 - VECTOR AUTOREGRESSIVE MODEL FOR ENERGY TIME SERVIES FORECASTING PILOT 

SGAM DIAGRAM - INESC 
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TABLE 9 - ENHANCED NETWORK MANAGEMENT AND PLANNING FUNCTIONALITIES 

Functionality Description Implemented 
Expected Month 

of 
Implementation 

Anomaly detection 

ML technique is applied to identify 
and remove measurements that do 
not fit with the given dataset. The 
functionality has been tested and 
verified using synthetic and real-
world data, but additional real-
world datasets are required to 
further test potential application in 
a real-world environment. 

85% M30 

Electricity demand 
forecast 

ANN algorithm is implemented for 
purposes of active and reactive 
power consumption prediction. 
Same as for the previous 
funcionality, the algorithm has 
been tested on both synthetic and 
real-world dana with the request 
for additional testing on more real-
world datasets. 

85% M30 

PV detection in 
secondary 
distribution 
networks 

Installed capacity and generation 
of PVs that are located in 
secondary distribution networks 
are estimated based on cumulative 
measurements at the substation 
level and relevant weather data. 
Testing of the functionality and 
plans for further development 
remain unchanged compared to 
other functionalities. 

70% M32 

 

3.1.5.2 Integration and dependencies 

This section describes how this cloud-edge service integrates with other services in the Slovenian 
Pilot. 

1. [Service 4.9] PowerCIM tool: 

a. Sends semantic substation model of substations, enabling the access to power 
quality measurements  
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3.2 DTR-DLR ON THE EDGE 

3.2.1 Description of technology enabler 

This service computes the dynamic thermal rating of overhead lines (DLR) and transformers (DTR) 
based on weather measurements or ML-based local weather forecast and operation data. It was 
described in detail in D3.3, the previous iteration of this deliverable. 

The service in its core has not changed from D3.3, the main distinction is that in D3.3, the focus was 
on the DLR/DTR and weather forecast algorithms, and in D3.4, SUMO, a modular and productized 
Dynamic Line Rating solution, is also described in a bit more detail. The development of the service 
has been ongoing, and the progress will be described in the following sections. 

Architecture diagram 

The architecture diagram of the service is the same as in D3.3 and is shown in Figure 11. It involves 
an API interfacing with a DLR/DTR simulation engine, which performs computations by leveraging 
inputs from a local weather forecast engine and data from a local database. The outputs are 
integrated with the SUMO BUS for further processing. 

SUMO BUS is a part of the SUMO system, which will be responsible for connecting the DLR/DTR and 
weather forecast algorithms and its outputs to other systems outside of the service. 

SUMO is a modular and productized Dynamic Line Rating solution developed by Operato, a subsidiary 
of ELES. It's designed to increase the capacity of existing transmission lines, power transformers, 
and phase-shift transformers by providing important information for power system operation and 
planning based on real-time and forecasted weather conditions. It significantly improves grid 
resiliency, safety, and reliability, mitigating hundreds of network events annually, and identifies 
higher transmission capacity 92-96% of the time, often increasing nominal capacity by 15-20%. 

 

FIGURE 11 - DLR/DTR ON THE EDGE ARCHITECTURE DIAGRAM - JSI 

3.2.2 Innovative aspects 

Innovative aspects of this service have already been described in D3.3. 
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3.3 ANOMALY DETECTION AND PREDICTIVE 
MAINTENANCE ON THE GRID 

3.3.1 Description of technology enabler 

The Anomaly Detection and Predictive Maintenance services provide real-time monitoring of graph 
data streams between smart devices, aiming to detect technical failures and other anomalies within 
the system on time, providing real-time alerts and explanations. Both services are part of AI for Local 
Grid Resilience. 

Since the Predictive Maintenance service is an extension to the Anomaly Detection service and 
cannot function on its own, both services are treated as a single service for the purpose of this 
document. Figure 13 depicts how the two services interact, as well as depict a full overview of their 
architecture and the integration with the Semantic Interoperability Framework (SIF). A full 
description can be found in D3.3, under service 3.3. 

 

FIGURE 13 - ANOMALY DETECTION AND PREDICTIVE MAINTENANCE ON THE GRID ARCHITECTURE 
DIAGRAM - VU 
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3.3.2 Innovative aspects 

CONTINUOUS ONLINE LEARNING FROM STREAMING GRAPH DATA 

Learning methods for graph data generally assume the availability of a static and complete dataset, 
which is loaded into memory and learned over. This is an unrealistic assumption for learning with 
smart devices in a distributed IoT environment, where data is dynamic, potentially incomplete, and 
is observed via discontinuous streams. The method provided by this service is specifically designed 
to accommodate this situation. 

COMBINED SYMBOLIC AND SUB SYMBOLIC LEARNING 

Learning methods for graph data generally employ symbolic or sub symbolic learning techniques, 
yet only few support both types of techniques in the same model. The method developed for this 
service is capable of integrating both techniques, allowing for the detection of anomalies in the 
relational components of the graph (symbolic) as well as in its attribute values (sub symbolic).  

BOTTOM-UP AUTONOMOUS PATTERN RECOGNITION 

The method provided by this service learns the nominal behaviour bottom-up, directly from the data 
streams, without the need for explicit training datasets or input from stakeholders and other end-
users. This reduces the overhead, otherwise necessary to design and implement behaviour 
templates and allows the method to adapt to unforeseen forms of nominal behaviour. 

3.3.3 Service data 

This service employs online continuous learning by listening for incoming graph data via SIF. There 
is therefore no training in the traditional sense of the word, but rather continuous updating of model 
parameters as new data is observed. Likewise, there is no dataset for training nor for testing. For 
this reason, the next part will provide descriptions and examples of the expected input and output 
data. 

Both the input and output are streams of graph data in the Resource Description Framework (RDF) 
format2. The RDF format is an open W3C3 standard in which knowledge, information, and data are 
encoded using binary statements, often called triples. Triples relate an object o to its subject s via a 
relationship p, and are represented via the infix notation: s, p, o. Here, both subject s and 
relationship p are denoted via Universal Resource Identifiers (URI) which are a generalisation of the 
URL, whereas object o can be either a URI or a raw value, called a literal. 

To facilitate reuse and interoperability, the RDF best practices encourage the separation of 
schema-level and instance-level data. The schema-level data can then be published online and 
reused by others who are in need for knowledge frameworks to model their instance-level data with. 
More often, these shared frameworks are called ontologies or vocabularies. An example of a 

 
2 https://www.w3.org/TR/rdf12-concepts/ 
3 https://www.w3.org/ 



http://www.w3.org/ns/shacl
http://example.org/demo/
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3.3.5 Implementation details 

All core functionalities of the service have been developed and are now being tested and fine-tuned, 
and preparations are underway for validation in the controlled environment. This validation is 
scheduled to be completed in M22. The remaining months will focus on the validation with real-world 
data at the Dutch pilot site in Arnhems Buiten. 

3.3.5.1 Functionalities 

Table 11 lists the core functionalities from the combined service together with their implementation 
status. 

TABLE 11 - ANOMALY DETECTION AND PREDICTIVE MAINTENANCE ON THE GRID FUNCTIONALITIES 

Functionality Description Implemented Expected Month of 
Implementation 

Learn nominal patterns 
Learn patterns of nominal 
behaviour for data from 
unknown devices. 

100% M12 

Update learned patterns 

Update learned patterns of 
nominal behaviour based on 
newly observed data from 
known devices. 

100% M14 

Validate observed state 
Validate incoming graph data 
from known devices against 
learned patterns. 

100% M17 

Integration with SIF 
Adaptor to SIF which facilitates 
data receiving, translating, and 
sending. 

90% M14 

Generate validation report 

Generation of validation report 
in SHACL format given new 
observations from known 
devices 

80% M18 

Generate explanation 
Generation of interpretable 
explanations for the detected 
anomaly in natural language. 

50% M23 

Backup management 
Periodically writing the learned 
patterns to disk and restoring 
them after shutdown. 

10% M24 
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FIGURE 14 - ANOMALY DETECTION AND PREDICTIVE MAINTENANCE ON THE GRID PILOT SGAM 
DIAGRAM - VU 
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3.4.5.1 Functionalities 

Table 12 shows the list of functionalities comprehended by this service. 

TABLE 12 - ANOMALY DETECTION AND FAULT FORECASTING TO INCREASE DISTRIBUTION NETWORK 
RESILIENCE FUNCTIONALITIES 

Functionality Description Implemented Expected Month of 
Implementation 

Data Analysis and 
Validation 

Small-scale data analysis and 
validation.   100% M13 

LSTM Model 

LSTM model was designed and 
running on the small-scale 
datasets for anomaly detection 
and fault forecasting.  

100% M14 

HLSTM Model 

LSTM algorithm was enhanced by 
integrating sequential model 
features and running on the small-
scale datasets for accurate 
anomaly detection and fault 
forecasting.  

100% M16 

Big datasets Integration 

HLSTM algorithm for running on 
new large-scale datasets for more 
accurate anomaly detection and 
fault forecasting. 

60% M22 

Live Data Streaming 
HLSTM algorithm for running on 
live data streaming for anomaly 
detection and fault forecasting. 

40% M30 

Service Integration 

By utilizing standardized 
communication protocols, 
including IEC 61850, the service 
registered and packaged in the 
HEDGE-IoT. 

0% M32 

3.4.5.2 Integration and dependencies 

At the current stage, the service operates independently of other components in the Finish pilot 
architecture. However, in the next phases, it may require access information from connected 
substations or feeders that generate data in real time in the network. Figure 18 shows an 
architecture diagram that maps the integrations and dependencies of the service with the 
remaining Finish pilot services, as well as showcases the status of the implementation of each 
integration. 
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FIGURE 18 - ANOMALY DETECTION AND FAULT FORECASTING TO INCREASE DISTRIBUTION NETWORK 
RESILIENCE PILOT SGAM ARCHITECTURE 
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DERs and their flexibility actions 
with ease 

Communication of 
activation signals to 
energy assets (HEMS 
Hub)  

Integration of DERs into the HEMS 
Hub software and interface to 
communicate activation signals to 
them 

50% M28 

Integration with the App 
Store 

Service registered and packaged 
in the HEDGE-IoT App Store 0% M32 

3.6.5.2 Integration and dependencies 

This section describes how the FL service integrates with other services in the Portuguese Pilot. 

1. [Service 4.5] Energy Community Management Platform (RECreation): 

a. Receives activation signals, previously relayed by the TSO (Transmission System 
Operator) 

2. App Store Integration: 

a. Deployed to the app store 

Figure 22 shows a SGAM diagram that maps the integrations and dependencies of the service with 
the remaining PT pilot services, as well as showcases the status of the implementation of each 
integration. 
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FIGURE 22 - HEMS (HOME ENERGY MANAGEMENT SYSTEM) PILOT SGAM DIAGRAM - INESC 
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3.7 DIGITAL PLATFORM CAPABILITIES FOR DISTRIBUTION 
GRID AUTOMATION 

3.7.1 Description of technology enabler 

The edge platform for distribution grid automation enables sharing high volume data with strict real-
time requirements between different applications that are executed on an edge server in a 
virtualization environment. The platform will have the capabilities to receive input data as IEC 61850-
9-2 sampled values (SV), IEC 61850-8-1 Generic Object-Oriented Substation Event (GOOSE) and IEC 
60870-5-104. 

The data can then be shared onwards with different applications within the same virtual machine 
using real-time data link capabilities. Data streaming can be used for continuous delivery of data 
and is applicable especially for SV data that can be shared to different receivers either as raw or pre-
processed data. Signal store can be used to share arbitrary signal data (supported formats: integer 
and floating-point numbers, Booleans, and limited-length strings) between applications. 

The technology used to implement real-time data link capabilities is shared memory which enables 
fulfilling the requirements for strict real-time operation and large data volumes. Data sharing 
between different virtual machines or containers on the edge server is implemented using MQTT. It 
is possible to share both stream and signal data through MQTT but guaranteeing real-time 
characteristics will not be possible. For many applications, also this type of data exchange is 
adequate because not all applications have strict real-time requirements. 

The edge platform is an enabler for power system use cases. Services 3.4 Anomaly detection and 
fault forecasting to increase distribution network resilience and 3.5 Real-time congestion 
management utilize the edge platform capabilities. Figure 23 represents the Finnish pilot 
architecture and the position of the edge platform as a part of it. 

 
FIGURE 23 - DIGITAL PLATFORM CAPABILITIES FOR DISTRIBUTION GRID AUTOMATION ARCHITECTURE 

DIAGRAM - ABB 
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the real-time congestion management (service 3.5) and predictive congestion management (service 
4.4) utilizes the Eclipse data connector as described in the respective sections.  

3.7.5 Implementation details 

The edge platform is still under development and, hence, it is not operational on the actual piloting 
sites yet. The data sources already exist and, hence, data can start flowing through the edge 
platform real-time data link as soon as it is deployed on field. At the moment, the functionalities are 
being developed and tested in development and lab environments.   

At the moment, proof-of-concept of the functionalities exists and all required modules for the 
Finnish pilot have been defined, and implementation has been started in the development 
environment. Building the lab setup is ongoing. The functionality should be ready and tested in the 
lab environment by M30 (D3.5) and be taken into use at the piloting areas by M32. 

3.7.5.1 Functionalities 

TABLE 15 shows the list of functionalities comprehended by this service. 

TABLE 15 - DIGITAL PLATFORM CAPABILITIES FOR DISTRIBUTION GRID AUTOMATION 
FUNCTIONALITIES 

Functionality Description Implemented 
Expected Month 

of 
Implementation 

SSC600 SW Virtualised centralised protection 
solution 100 % M12 

Pre-processing module 
Pre-processing of SV 
measurement data to calculate 
e.g. FFTs (fast Fourier transforms)  

100% M12 

Data processing module 
for slower algorithms 

Calculates RMS values for a longer 
time frame to have input data in 
the suitable format for slower 
algorithms such as state 
estimation 

50 % M22 

IEC 60870-5-104 master 
Module that is able to receive 
measurement and status data 
from SCADA 

70% M22 

MMS client 
Module that is used to 
communicate with the SSC600 
SW using IEC 61850 MMS  

50 % M22 

MQTT signal publisher to 
congestion management 
VM 

Provides input data to the 
congestion management service 
(3.5) 

20 % M24 

MQTT signal publisher to 
anomaly detection VM 

Provides input data to the 
anomaly detection and fault 
forecasting service (3.5) 

20 % M26 

Orchestrator for edge 
platform functionalities 

Initialisation of shared memory 
and modules 40% M28 

Data storage 
Database to which results are 
stored (needed for research 
purposes, would not be a 

0 % M28 
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mandatory part of a commercial 
version of the platform) 

3.7.5.2 Integration and dependencies 

This section describes how the edge platform integrates with other services in the Finnish Pilot. 

1. [Service 3.4] Anomaly detection and fault forecasting to increase distribution network 
resilience: 

a. The edge platform provides high resolution measurement data streams as inputs for 
the anomaly detection and fault forecasting service. This data originates from the 
61850 SV and is shared between the different VMs or containers through MQTT. This 
is acceptable because the anomaly detection and fault forecasting service does not 
have as strict real-time requirements, as for instance, protection solutions. 

2. [Service 3.5] Real-time congestion management: 

a. The edge platform provides processed data to the real-time congestion 
management service. This data is obtained from the IEDs using 61850 SV and GOOSE 
and from SCADA using 60870-5-104 and further processed to a form that is most 
suitable for the state estimation and congestion management functionalities. Data 
is shared between VMs using MQTT.  

The Finnish pilot architecture is depicted in FIGURE 24. 
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FIGURE 24 - DIGITAL PLATFORM CAPABILITIES FOR DISTRIBUTION GRID AUTOMATION PILOT SGAM 
DIAGRAM - ABB 
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4.1.5.1 Functionalities 

Table 18 represents the functionalities of EdgeConnect and its implementation status. 

TABLE 18 - EDGECONNECT FUNCTIONALITIES 

Functionality Description Implemented 
Expected Month 

of 
Implementation 

Create flexibility service Procedure to create a new service 
in scope a given stakeholder  100% M13 

Publish flexibility needs 
Procedure for System operator to 
submit new flexibility needs in 
each flexibility zone 

100% M13 

Submit flexibility bids Procedure for service aggregators 
to submit a flexibility bid  100% M13 

Submit aggregated 
flexibility bids  

Deliver flexibility bids to the 
market operator  20%* M24 

Receive and forward  Collect flexibility activation 
requests 20%* M24 

Export value-chain data 
to the data space 

Accept requests to grant access 
to data via request arriving 
through the data space 

0% M24 

4.1.5.2 Integration and dependencies 

This section describes how the Edge Connect integrates with other services in the Portuguese Pilot. 

1. [Service 4.5] Energy Community Management Platform (RECreation): 

a. Sends flexibility request needs to the community platform. 

b. Receives bids 

c. Directs activation requests if sent bids are commanded for activation.  

d. Takes part in settlement processes. 

2. [Service 4.3] Market simulator platform: 

a. Sends aggregated flexibility bids on behalf of the aggregators 

 
* This service is already 100% completed for a market operated by a different system operator. This percentage refers to 
accommodating the required changes for the same behavior to occur in this specific market platform. 
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b. Collect flexibility activation requests from the selected bids. 

3. [Service 2.2] FL service: 

a. Provides an ecosystem and data hub that the service can consider for data 
acquisition and export through data spaces. 

b. Communicates using the Eclipse data space connector 

4. App Store/Data Space Integration: 

Interlink with services which are available as Apps the App Store of applications for the Data 
space. 
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4.3 REAL-TIME RESERVE MARKET SIMULATOR 

4.3.1 Description of technology enabler 

The Real-Time Reserve Market Simulator is an advanced cloud-based solution designed to emulate 
the processes of the manual Frequency Restoration Reserve (mFRR) and the automatic Frequency 
Restoration Reserve (aFRR) markets.  The tool allows BSPs to evaluate their compliance with bid 
requirements (e.g., Full Activation Time (FAT)), the potential revenues and imbalances resulting 
from their market participation as well as the potential impacts of their bids on the market 
performance. In addition, the Real-Time Reserve Market Simulator facilitates better understanding 
and the optimization of balancing market operations, ensuring alignment with European balancing 
market frameworks such as MARI 11 (Manually Activated Reserves Initiative) and PICASSO 12(Platform 
for the International Coordination of Automated Frequency Restoration and Stable System 
Operation). 

A detailed description of the service was presented in section 4.3 of Deliverable 3.3. The 
expectations for the final iteration of this deliverable (D3.5) is to completely integrate the real-time 
reserve market simulator into the whole Portuguese pilot ecosystem.  

4.3.2 Innovative aspects 

Following the goal of the tool to replicate the reserves energy market, there are some innovative 
aspects that the tool contributes to.  

CLOSING THE GAP 

The service provides residential and industrial energy communities with a user-friendly tool to 
explore and test bidding strategies, fostering greater awareness of their potential to actively 
participate in ancillary services markets. By simulating realistic market scenarios, the simulator 
enables users to optimize their energy consumption profiles, evaluate the economic value of their 
flexibility, and make informed decisions to maximize revenue opportunities. Additionally, the tool 
bridges the gap between large-scale market participants and smaller energy actors, promoting 
inclusion in ancillary service markets and encouraging diverse stakeholder participation. 

STANDARD-BASED 

The service was improved by the adoption of the standard IEC 62325-315 CIM European market 
model exchange profile. It describes documents and their corresponding structure for a 
homogenous file creation and sharing inside the electricity market being simulated in this service. 
This allows the Real-Time Reserve Market Simulator completely mimics the process that will take 
place during an actual interaction with the electricity market. The standard is extensively detailed 
in the ENTSO-E platform13. 

 
11 https://www.entsoe.eu/network_codes/eb/mari/ 
12 https://www.entsoe.eu/network_codes/eb/picasso/ 
13 https://www.entsoe.eu/publications/electronic-data-interchange-edi-library/ 

https://www.entsoe.eu/network_codes/eb/mari/
https://www.entsoe.eu/network_codes/eb/picasso/
https://www.entsoe.eu/publications/electronic-data-interchange-edi-library/


https://transparency.entsoe.eu/dashboard/show
https://eepublicdownloads.entsoe.eu/clean-documents/EDI/Library/cim_based/schema/Reserve_bid_document_UML_model_and_schema_v1.2.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/EDI/Library/cim_based/schema/Reserve_bid_document_UML_model_and_schema_v1.2.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/EDI/Library/cim_based/schema/Activation_document_UML_model_and_schema_v1.2.pdf
https://eepublicdownloads.entsoe.eu/clean-documents/EDI/Library/cim_based/schema/Activation_document_UML_model_and_schema_v1.2.pdf
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FIGURE 30 - REAL-TIME RESERVE MARKET SIMULATOR PILOT SGAM DIAGRAM - NESTER 
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FIGURE 32 - PREDICTIVE CONGESTION MANAGEMENT PILOT SGAM DIAGRAM - TAU 

  





https://beflexible.eu/


https://beflexible.eu/
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FIGURE 35 - ENERGY COMMUNITY MANAGEMENT SERVICE FOR FREQUENCY RESTORATION RESERVE 

PILOT SGAM DIAGRAM - INESC 
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FIGURE 40 - ENERGY COMMUNITY PLATFORM TIMELINE OF DATASETS - APIO 

4.7.4 Integration with HEDGE-IoT interoperability framework 

In the previous iteration of this deliverable (D3.3), it was described that this service would integrate 
with the HEDGE-IoT interoperability framework by describing the PGUI data flows through a SAREF 
based ontology. 

 An extended adoption of SAREF is being considered for some of the data flows of the platform, with 
the aim of introducing interoperability in the interface with both markets and the field (as illustrated 
in the SGAM architecture, including flows to the Market Interface Platform and to Edge Devices). 

4.7.5 Implementation details 

In the previous iteration, only the forecasting capability of the platform was described as the main 
area of application of ML methods. 

The implementation of the basic workflow of the Apio Balance platform was completed by M18. 
including integration with the Market, with the Flexibility Register, the ability to compute the best 
offer considering both market and REC incentives, DERs management, basic analytics 
functionalities, forecasting and the capability to receive activation commands from the DSO to 
dispatch grid limits. (BUC 2).  

As for the writing of this deliverable, all features planned for M18 are already completed and in 
testing. Since RECs are not yet enrolled, all the data flows originate from simulated data. 

At the beginning of the full demo operation phase (M21), REC members are planned to be available 
and connected to the local flexibility market, this will allow to test all the features of the SUCs. 

At M33, with the large-scale demo operation phase, it is planned to be able to test interoperability 
features and have integrations with other HEDGE-IoT Pilots components. 

4.7.5.1 Functionalities 

TABLE 24 shows the list of functionalities comprehended by this service. 

TABLE 24 - ENERGY COMMUNITY PLATFORM FUNCTIONALITIES 

Functionality Description Implemented 
Expected Month 

of 
Implementation 
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Baseline Computation 
P2P procedure where data is 
shared and partially encrypted by 
all peers.  

100% M18 

Flexibility Offer 
Optimization 

P2P procedure where each agent 
trains its model locally and then 
shares encrypted coefficients 
with the remaining peers. 
Additional optimization 
algorithms may be introduced 
later. 

100% M18 

Energy community 
power management 
optimization 

Service registered and packaged 
in the HEDGE-IoT App Store 100% M18 

Integration with the 
Local Flexibility Market  

Integration with the Market 
Interface Platform and the 
Flexibility Register in order to 
implement all the required data 
flows (requests, offers, 
measurements, baselines) 

100% M18 

Prices Fetching Fetching real time energy prices 0% M21 

Load Forecasting ML Based and ARIMA based 
methods for Load forecasting 100% M18 

Production Forecasting 
ML Based and ARIMA based 
methods for Production 
forecasting 

100% M18 

4.7.5.2 Integration and dependencies 

This section describes how the ECP platform integrates with other services in the Italian Pilot 
(Figure 41). 

1. Market Interface Platform 

a. Receives Flexibility Offers 

b. Sends Flexibility Requests 

2. Flexibility Register 

a. Sends Baselines 

b. Sends Measurements 

c. Sends resource registrations 

3. Apio IoT Platform  

a. Provides behind the meter data, or more in general, field data. 

b. Provides the activation order generated by the DSO 

4. Blockchain Access Layer 
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a. Provides the Activation Order from the DSO 

5. Field Devices and Edge Devices 

a. Receives measurements relative to behind-the-meter devices 

b. Sends activations to EMS 

 
FIGURE 41 - ENERGY COMMUNITY PLATFORM PILOT SGAM DIAGRAM - APIO 
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Figure 44 shows a diagram that maps the integrations and dependencies of the service with the 
remaining SL pilot services. 
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FIGURE 48 - GRAPH MODEL FOR UNIFIED TASK AND INFRASTRUCTURE REPRESENTATION 

The orchestration workflow for energy services offloading at edge is presented in FIGURE 49. 
Whenever a new event or alert is identified by the event listener, it notifies the scheduler component 
The scheduler queries the infrastructure information and sends it to the graph db. If the occurring 
events require a reallocation of resources, the swarm-based optimization algorithm is triggered 
that computes the placement plan and updates the graph database. The scheduler receives the new 
planification and interacts with the Kubernetes platform to move the services whilst maintaining 
their availability through scaling-up and down. 
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FIGURE 49 - ORCHESTRATION OF ENERGY SERVICES AT EDGE WORKFLOW 

Blockchain and Smart Contract Integration 

Blockchain technology is utilized to manage and track the location of tasks deployed across edge 
computing infrastructure. It provides transparency, traceability, and verifiability by recording all 
relevant interactions and enabling automated tracking and payments enforcement through smart 
contracts. Blockchain ensures that resource usage is notarized opening the space for further 
incentivization for edge resource utilization. To support this functionality, a multi-type token is 
defined by extending the ERC1155 token standard. Two types of tokens are considered: fungible (for 
automated payments) and non-fungible to represent the tasks (running energy services).  The non-
fungible tokens provide a globally unique identifier for the workload and serve as reference across 
task deployments, even when they are redeployed or migrated. 

The blockchain integration with the orchestration framework is presented in FIGURE 50. When a 
task is deployed, a corresponding non-fungible token is minted and sent to the smart contract 
representing the edge node where the task is running. When a pod starts its execution the Event 
Listener Component detects this event and triggers a blockchain transaction, which using the 
unique token id, identifies the task (mints the token if necessary) and transfers the token to the node 
hosting it. This token transfer links the blockchain tokens to the real-world resources (CPU, RAM, 
HDD) consumed by this task.  

When a pod finishes its execution (either because the task finished its operations or because it is 
migrated to a more suitable node) the Event Listener Component triggers the settlement process. 
It is performed by querying Prometheus to verify if the trade was respected by both sides, and 
payment is handled automatically. This ensures task placement traceability and enforces 
automated payments for resource consumption. If the task finished its execution, the smart 
contract transaction that burns the token representing the task is initiated, finalizing the 
transaction and ensuring that the allocated resources are properly settled. 
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FIGURE 52 - ARCHITECTURE OF THE ORCHESTRATION FRAMEWORK FOR FEDERATED AI-DRIVEN 
SERVICES 

5.3.2 Implementation details 

Hierarchical Federated Learning Orchestration 

In a hierarchical federated learning approach, training is organized in a multi-level structure. Our 
system considers four tiers: edge, fog and cloud nodes and the orchestrator and is presented in 
FIGURE 53.  
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FIGURE 54 - ORCHESTRATION FRAMEWORK OVERVIEW FOR P2P FEDERATED LEARNING PROCESS 

Three roles are identified: 

Edge Node: performs local training on private data, ensuring that data remains on the device, 
without leaving the local environment. Upon joining the system, the node submits an initial set of 
performance metrics such as: CPU utilization, available RAM and time intervals associated with the 
locally stored data. These metrics are often updated and reported to better support clustering and 
orchestration processes.  Edge Nodes may also act as leaders within their clusters. Leaders are the 
coordinating point of each cluster that handles the Central Server requests such as training or 
aggregation operations. 

Central Server: facilitates synchronization between cluster leaders, it acts as a middleware 
between the Orchestrator and the Peer Nodes. It receives high-level commands from the 
Orchestrator such as initiating training rounds, performing aggregation or starting forecasting 
operations and coordinates the leaders to execute these operations. Besides leader 
communication, the Central Server communicates directly with all the nodes to inform members 
about their assigned cluster and their specific role.  

Orchestrator: manages the entire training lifecycles across the system, this includes registering 
nodes at their request, collecting members metrics, grouping nodes into clusters using a spectral 
clustering approach, and assigning a leader to each cluster. It communicates with the Central Server 
to initiate training rounds or other operations. Additionally, it exposes a REST API that supports 
node registration, cluster related queries, training control commands and metric collection. 
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5.4.1 Description 

FIGURE 56 represents an overview of the orchestration framework architecture for rolling out 
energy services. In this architecture, containerized energy applications are deployed and running 
across multiple edge nodes. The orchestrator requires a registration process to gather information 
about edge nodes and the applications currently running.  

To ensure compatibility with edge environments, applications must either be designed as edge-
native or adapted accordingly. The orchestrator is responsible for managing the lifecycle of the 
applications, including the automated rollout of updates when new service versions are available. 
To leverage the edge-cloud continuum, services should be designed or adapted to run distributed 
workloads (handling real-time, lightweight processing at the edge) and perform aggregation or 
coordination tasks in the cloud if necessary. 

 
FIGURE 56 - ARCHITECTURE OF THE ORCHESTRATION FRAMEWORK FOR ENERGY SERVICES ROLLING 

OUT AT EDGE 

5.4.2 Implementation details 

After the registration phase, the orchestrator stores this information in a database (SQLite) and 
accesses it when needed. The Application Version Handler Component is connected to public 
registry containing application images and listens for updates. In this case, the application 
packages / images must be available in a docker image registry to which the orchestrator has access 
rights, or in the open services catalogue that provides update information (when the services are 
available and integrated with the service catalogue). 

To ensure high availability and minimize service disruption during updates, the orchestrator 
supports parallel deployment of old and new service versions. When a new version of an application 
becomes available, it is deployed alongside the existing one on the same or different edge nodes. 
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different locations. Income requests are redirected by a load balancer to the appropriate service 
instance to ensure high availability and minimize response time. 

A KubeEdge platform is deployed to extend Kubernetes capabilities to edge locations. This setup 
allows for efficient service offloading and continuous monitoring of the physical resources and 
status of the services. Cilium is used for managing the networking layer, providing efficient, secure 
connectivity and it enables traffic control, service discovery, load balancing, and network 
monitoring. 

5.5.2 Portuguese pilot 

For the integration of the orchestration framework in the P2P federated learning scenario, the 
Vector Autoregressive Model for Energy Time Series Forecasting service from the Portuguese Pilot is 
considered. The federated learning process is decentralized: each peer communicates with other 
peers, while a central server manages synchronization of the federated process. 

In this scenario, the computational orchestrator aims to reduce communication between peers and 
minimize the computational overhead caused by large model sizes, resulting in a more scalable 
federated solution. It receives analytics on available resources and statistical information about the 
time series data at each node and then performs a clustering algorithm to group edge nodes with 
similar characteristics. Based on the clustering results, the orchestrator generates a list of nodes 
for each cluster that includes identifying the peer nodes in each cluster, selecting a leader, and 
defining a queue order for the peer nodes. The peer nodes will only communicate with other peers 
from the same cluster. 

As part of the initial integration of this service with the orchestrator, dedicated endpoints were 
introduced for edge, server, and the orchestrator APIs. 

5.5.3 Finish pilot 

In the Finnish Pilot the energy services rolling out at edge scenario is considered. The orchestrator 
handles version updates for the energy services that are deployed at edge with the objective of 
ensuring high availability and automated updates. The strategy considered is to run old and new 
versions in parallel until the new version is stable. The energy services are dockerized and their 
images will be pushed to a docker registry initially, then on the App Store. The orchestrator listens 
to updates on the registry and has information about where the services are deployed. It enables 
automated services updates whilst handling the running of previous version replicas of the service 
until the new version updates are completely rolled out at edge.  
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7 APPENDIX A 

In the following sections, some tables can be found with some details relating to the services (x.y) 
described above, along the document. 

 

(2.1) FEDERATED LEARNING SERVICE FOR ENERGY FORECASTING & DISAGGREGATION 

 

TABLE 27 - INPUT AND OUTPUT DATA (SERVICE 2.1) 

Data 
Group  Variable  Variable Description  Units  Format 

Type  Type of Data  

Input  
Main residential energy 
consumption timeseries 
data  

Time-series data representing 
overall residential energy 
consumption  

W  Timeseries, 
JSON  Numerical  

Input  Energy production 
timeseries data  

Time-series data showing 
energy production patterns  W  Timeseries, 

JSON  Numerical  

Input  Weather data  Weather-related data, including 
temperature, humidity, etc.  

°C, %, 
m/s  

Structured, 
CSV  Numerical/Text  

Output  Energy consumption 
forecast per user  

Forecasted energy 
consumption at the user level  W  Timeseries, 

JSON  Numerical  

Output  Energy production 
forecast per user  

Forecasted energy production 
at the user level  W  Timeseries, 

JSON  Numerical  

 

(2.2) VECTOR AUTOREGRESSIVE MODEL FOR ENERGY TIME SERIES FORECASTING 

 

TABLE 28 - INPUT AND OUTPUT DATA (SERVICE 2.2) 

Step Data 
Group Variable Variable Description Type of 

Data 

Initialization 

Input 
Peer API URL API URL of data owner node 

(peer) String 

API version Version of the API of the peer String 

Output 
Error message Possible error message from 

the API String 

Ledger log  List of 
Strings 

Data 
Encryption 

Input 

Timestamps Timestamps from the input 
time series Integers 

Local data anonymized Data on the peer without 
sensitive information Float 

Random matrices Randomly generated matrix for 
the encryption operation Float 

Output 
Timestamps Timestamps from the input 

data Integers 

Encrypted data Data encrypted with the key 
from each peer Float 
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Functionality Description Implemented 
Expected Month 

of 
Implementation 

Integrate different levels 
of incentives 

Consider different levels of 
incentives provided to the 
customers 

0% M32 

Flexibility Offers 
UI/API for defining and managing 
flexibility offers to customers, 
based on forecast and pricing. 

10% M32 

Aggregated Health 
Monitoring 

System-wide operational health 
checks, outage detection, and 
aggregated KPIs. 

40% M26 

Individual Health 
Monitoring 

Alerting and diagnostics for each 
prosumer and consumption 
anomalies. 

30% M26 

Aggregated Energy 
Statistics 

Aggregated KPIs and summaries 
across all customers for grid-level 
analysis. 

75% M26 

Individual Energy 
Statistics  

Detailed statistical summaries 
(avg, peak, load factor) for 
individual prosumers. 

30% M26 

Authentication (Web) Web-based user authentication 
and account management. 100% - 

Authentication (Mobile) Mobile app login, session, and 
account management support. 100% - 

8.1.5.5 Integration and dependencies 

The User Interfaces (UIs) in the Greek Pilot serve as the central point of interaction for operators, 
aggregators, and possibly prosumers. They integrate with multiple real-time backend services to 
support forecasting (demand & production), load disaggregation (NILM), optimization (incentives & 
bidding), flexibility offers, market trading (HenEx) and monitoring (health, energy statistics). Each 
backend component contributes data to the UI, ensuring that the user sees a synchronized, real-
time view of the system state. 

1. Demand Forecasting 
The demand forecasting module is an essential backend service integrated with the Greek 
Pilot UI, designed to process both real-time and historical energy consumption data. These 
data streams, which originate from smart meters and are transmitted via MQTT and Kafka 
protocols, feed into machine learning models that produce short- and medium-term 
consumption forecasts. The results are presented within the UI for operator oversight and are 
crucial for downstream systems like the Flexibility Optimization Service. By accurately 
predicting demand, this module allows the platform to estimate the available flexibility of 
households and determine optimal timings for load shifting, making it a foundational 
component for both user awareness and grid-side decision-making. 
 
2. Production Forecasting 

Production forecasting plays a critical role in supporting prosumers with photovoltaic (PV) 
systems by predicting their solar generation. This service combines historical PV output data 
with external weather forecasts to estimate upcoming energy production. These forecasts 
are vital for determining surplus energy that can be dispatched or sold, and they directly 
influence the platform's bidding and dispatch logic. The UI provides visibility into individual 



 
 

 

172 

 
This project has received funding from the European Union's Horizon Europe research and innovation programme under the Grant Agreement number 101136216. 
Views and opinions expressed are however those of the author(s) only and do not necessarily reflect those of the European Union or the European Climate, 
Infrastructure and Environment Executive Agency. Neither the European Union nor the granting authority can be held responsible for them. 

and aggregated production forecasts, allowing users and operators to assess energy self-
sufficiency, manage storage, or contribute to flexibility markets. The close coupling of this 
forecast with weather services ensures responsive and accurate decision support. 
 
3. NILM (Non-Intrusive Load Monitoring) 

The NILM service is integrated within the aggregator's backend and interfaces with the UI to 
deliver appliance-level insights derived from total household energy usage. Utilizing advanced 
machine learning models, such as denoising autoencoders, this module disaggregates a 
home's energy signal to identify when and how much energy specific appliances are 
consuming. This granularity enhances the understanding of load profiles and helps classify 
loads as flexible or inflexible. In the UI, users or operators can view breakdowns of appliance 
usage, track behavioral patterns, and use these insights to craft more effective flexibility 
offers or design targeted incentives. The NILM service also feeds valuable features into 
forecasting and optimization models. 
 
4. Edge Processing 

Edge processing serves as the first stage in the data pipeline, enabling smart meters, PV 
inverters, and other IoT devices to stream real-time energy data into the system. This data 
includes both consumption and generation at high frequency (e.g., every 1 or 15 minutes). The 
edge-cloud architecture is designed to handle latency-sensitive computations close to the 
source, while the cloud aggregates and scales the information for broader analytics. In the UI, 
this edge data is reflected in near real-time dashboards, device health monitors, and anomaly 
alerts. This tight integration ensures that operators and prosumers receive up-to-date 
information for decision-making, while also enabling low-latency responses to grid events or 
flexibility activations. 
 

5. Flexibility Optimization 
Flexibility optimization is the core intelligence layer of the aggregator platform, responsible 
for determining the most efficient incentives to offer users in exchange for modifying their 
energy usage patterns. Leveraging inputs from forecasting, NILM, and user behaviour history, 
the optimization service computes the best mix of price, time, and customer targeting to 
achieve desired load shifting. The UI provides tools to simulate these outcomes, adjust 
assumptions, and review proposed flexibility offers. Additionally, the platform generates 
optimal bid curves for the flexibility market and allows operators to submit them directly. This 
end-to-end pipeline from data ingestion to bid deployment is orchestrated by the flexibility 
optimization engine and made fully accessible through the UI for oversight and control. 

 
FIGURE 58 shows an architecture diagram that maps the integrations and dependencies of the UIs 
with the remaining Greek pilot services, as well as showcases the status of the implementation of 
each integration. 
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FIGURE 58 - USER INTERFACES PILOT SGAM DIAGRAM - ICCS 
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