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Edge server 
Server that runs all 

the HEDGE-IoT edge 
applications 

Installed with 
limited 

functionality 
Yes 

Services 3.5 and 3.6 will eventually 
be deployed on the edge server 

SSC600 SW 
Virtualised 
centralised 
protection 

Installed and 
configured 

Yes 

Includes a version of anomaly 
detection function and provides 

input data to the running 
environment for further data 

processing (disturbance recordings 
and events) which are related to 

service 3.5 

Real-time data 
link (in D5.1 was 
called SSC600 

SW with HEDGE-
IoT extensions) 

Platform capabilities 
for sharing pre-

processed data to 
other applications 

Under 
development 

Partly, only 
on 

development 
environment 

Services 3.5 and 3.6 will eventually 
utilise data provided through this 

KVM 
Virtualisation 
environment 

Installed Yes 
Part of the edge server 

configuration 

Docker 
Containers for 

different HEDGE-IoT 
applications 

Utilised as a part 
of the 

development 
environment 

Partly, only 
on 

development 
environment 

Part of the edge server 
configuration 

Real-time 
congestion 

management 
solution 

Application that 
includes real-time 

state estimation and 
congestion 

management 
functionalities 

Under 
development 

Partly, only 
on 

development 
environment 

Service 3.6 

Anomaly 
detector 

SSC600 SW function 
that triggers 
disturbance 
recordings 

Installed Yes Service 3.5 

Anomaly 
detection and 

fault 
forecasting 

solution 

Application that 
detects anomalies in 
measurement data, 

calculates indicators, 
triggers the 

disturbance recorder 
and provides early 

warnings 

Under 
development 

Partly, only 
on 

development 
environment 

Service 3.5 

Hirschmann 
RSP-30 

Research 
infrastructure switch 

Installed Yes 
Mandatory part of the demo setup, 

required by all services 
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Fiber diode 

Fiber diode that 
allows traffic from the 

operational infra 
towards the research 

infra but not to the 
other direction 

Installed Yes 
Mandatory part of the demo setup, 

required by all services 

ABB CogniEN 
EDGE 

Fault forecasting 
solution that operates 
based on disturbance 
recordings triggered 
by anomaly detection 

functionalities 

Installed 

Partly, 
collects 

data, fault 
forecasting 

functionality 
not verified 

yet in the 
real 

environment 

Service 3.5 

REX640 relays 

Operational relays at 
Anttola and 
Hirvensalmi 
substations 

Established, 
configurations 

updated 
Yes 

Used by all services related to 
Finnish pilot 

REX615 relays 
Operational relays at 

the breakers on 
feeders 

Installed and 
configured 

Yes 
Used by all services related to 

Finnish pilot 

Fiber converters 
Fiber converters at 
the feeder breakers 

Installed Yes 
Mandatory part of the demo setup, 

required by all services 

Fiber 
communication 

network 

Fiber communication 
network between 

control centre, 
substations and 
feeder breakers 

Established Yes 
Used by all services related to 

Finnish pilot 

Substation 
switches 

Substation switches 
that support PTP and 

SV 
Installed Yes 

Mandatory part of the demo setup, 
required by all services 

Relay network 
switches 

Relay network 
switches that support 

PTP and SV 
Installed Yes 

Mandatory part of the demo setup, 
required by all services 

Nokia 7705 SAR 
AX 

Service aggregation 
routers 

Installed (partly 
established) 

Yes 
Mandatory part of the demo setup, 

required by all services 

GPS antenna GPS antennas that 
enable the SARs to 

Installed Yes 
Mandatory part of the demo setup, 

required by all services 
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overview offers insight into the readiness and maturity of each SUC ahead of the upcoming 
demonstration cycles. 

3.1.3.1 SUCs Implementation 

This subsection presents the implementation progress of each System Use Case (SUC) as defined 
in D2.2 for the Finnish Demo, highlighting the actions carried out during the Pre-Demo Phase. 

SUC-FL-01.01 & SUC-FL-01.02 ANOMALY DETECTION AND FAULT FORECASTING  

Section Subsection Description 

Overview 

SUC Summary 

The SUC-FI-01.1 and SUC-FI-01.2 represent anomaly detection and fault 
forecasting. UCs will result in detecting anomalies and forecast faults in the 

medium voltage electrical distribution networks, to enhance the resilience and 
reliability of the entire grid. 

Target(s) Data analysis and validation 

Expected UC 
Milestones First versions of new algorithm ready for lab testing 

Actions 
implemented 

In the Hybrid Long Short-Term Memory (HLSTM) Algorithm, following new 
functions have been added. 

- Detect anomalies 
- Create sequences 

- Save_anomalies_to_csv 
- Build_and_train_model 

- Evaluate model 

Requirements 

Assumptions 

- Hardware resources are maintained at a high utilisation level, ensuring 
that no crashes or significant slowdowns occur under a large dataset load. 

- Fault events in the dataset are precisely labeled (timestamped) and 
validated, ensuring that no mislabeled or ambiguous entries are present. 
- The operating systems running the HLSTM model have similar 

specifications as in the pilot systems. 

Dependencies No dependencies 

Risks 

- Difficulty in reproducing precise results when algorithms keep frequently 
changing on demand 

- Data versioning inconsistencies in training/validation biasing model 
outcomes 

- Unsupported libraries or dependencies in the operating system, e.g., 
missing tools, drivers, etc. 

Readiness 
Deployment 

diagram 
The deployment diagrams for SUC-FL-01.01 & SUC-FL-01.02 are presented in 

Figure 2 and Figure 3 below for clarity. 
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Deployment 
preparation 

-  Procuring server for VTT lab environment 

-  Operating system installation 

-  Software tools installation 

-  Setup RTDS in the Lab 

Deployment 
assessment 

Development of the algorithm has been ongoing. Data has been received from 
the pilot system for use in training the modules. More data sets are currently 

received and processed to support the work. 

Further work and preparation of the server environment are still required to 
proceed with the evaluation. 

One key risk is that development is currently based on offline datasets, and the 
online live data stream has not yet been tested. The mitigation involves using 
recorded datasets in a manner as similar as possible to the real-time stream. 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle Several functions have been designed and integrated in the algorithm to 
improve its latency and prediction performance on small scale datasets. 

Future cycle 

- Installing simulation tools on server 
- System model for RTDS generating data streaming. 

- Pipelining server and RTDS. 
- Providing input to the HLSTM model for analysis. 

 

FIGURE 2: SEQUENCE DIAGRAM OF SUC-FI-01. 1 (ONGOING PROGRESS) 









 

32 

 

D5.2 �4 Pre Demo Phase Report 

 

FIGURE 4: SEQUENCE DIAGRAM OF SUC-FI-02.01 (ONGOING PROGRESS) 
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FIGURE 5: SEQUENCE DIAGRAM OF SUC-FI-02.02 (ONGOING PROGRESS) 

The actions implemented in the context of SUC-FI-02.01 and SUC-FI-02.02 have focused on 
preparing and validating the grid and load data as foundational inputs for congestion management 
services. As part of input data preparation, an analysis has been conducted to ensure that the grid 
data has been modelled correctly, while associating the aggregated load data at the secondary 
substation level with the grid data. The grid that hosts solar installations and hydro power plant 
shows signs of voltage rise in point of connection to the grid, as shown in the above figure. There is 
also seasonal voltage variations observed in the grid that are due to strong solar injections to the 
grid in summer and high heating demand in winter months. This has been an important step before 
developing algorithms for congestion management SUCs to assure that their input data are correct, 
paving the way for smother testing of the algorithms. 

SUC-FL-02.03 & SUC-FL-02.04 REAL-TIME CONGESTION MANAGEMENT ON THE EDGE 

Section Subsection Description 

Overview SUC Summary 
SUC-FI-02.03 & SUC-FI-02.04 Real-time CM on the edge. The UCs result in 

estimating grid state variables, and in case of congestion, perform CM decision 
making to remove it. 







 

36 

 

D5.2 �4 Pre Demo Phase Report 

Deployment 
assessment 

Deployment of infrastructure for realisation of SUC-FI-02.03 & SUC-FI-02.04 has 
been progressed by setting up a VM on a development environment. However, as 
the cloud server is not yet deployed, the edge and cloud communication is not yet 
functional. No risks is identified for the congestion management services on the 

edge at the moment. 

Validation 
Activities 
Summary 

Previous 
cycle 

n/a 

Current cycle 

The current cycle has progressed in the areas of data set preparation, edge service 
architecture design and subservice design, testing methods, infrastructure, and 
location. The development of edge services, namely state estimation under SUC-

FI-02.03, has already begun. For CM decision making under SUC-FI-02.04, 
development is scheduled to start in August 2025. 

Future cycle 

With the input data, testing plan, and infrastructure ready, the development of 
components can begin. The source code development for state estimation related 
to SUC-FI-02.03 has already begun, and the source code development for real-time 

CM related to SUC-FI-02.04 is scheduled to start in August 2025. In addition to 
source code development, documentation for the interfaces required for data 

exchange within VMs and between VMs must be developed. The documentation will 
serve as a blueprint for the implementation of the data exchange. 

 

 

FIGURE 6: SEQUENCE DIAGRAM OF SUC-FI-02.03 (ONGOING PROGRESS) 
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During the Pre-Demo Phase, significant efforts were made to harmonise and validate input datasets 
for the CM-related use cases (SUC-FI-02.01 to SUC-FI-02.04). This included associating aggregated 
load and generation data to grid topology, which proved more complex than anticipated due to a 
change in the demonstration area. The new demo area includes medium- and low-voltage networks 
(20 kV, 1 kV, 400 V) across five feeders serving thousands of users. As manual modelling was 
unfeasible, the team developed a conversion tool to migrate grid data from QGIS into MATLAB PTI 
format, followed by a thorough validation process. 

These preparatory steps caused delays in the CM algorithm development, particularly for SUC-FI-
02.03 and SUC-FI-02.04. However, with foundational data work completed, development is now 
underway. The work also supports the scenario simulations for SUC-FI-02.01 and SUC-FI-02.02, 
which will follow. 

3.1.3.2 Milestones and Progress 

This subsection revisits the internal milestones identified in D5.1 and assesses their current status, 
noting any updates, delays, or partial completions observed during the Pre-Demo Phase. The 
information is presented in Table 5, which maps each milestone to the corresponding 
implementation steps and indicates the extent of progress achieved for the Finnish Demo. 

TABLE 5: PROGRESS ON FINNISH DEMO INTERNAL MILESTONES LINKED TO THE IMPLEMENTATION OF SYSTEM USE 
CASES (SUCS) DURING THE PRE-DEMO PHASE 

Internal 
Milestones 

Month 
SUC-FI-01.01 

 

SUC-FI-01.02 

 

SUC-FI-02.01 SUC-FI-02.02 SUC-FI-02.03 SUC-FI-
02.041 

Installing 
first set of 
devices to 
start data 
gathering 

M12 

This milestone is related to building the piloting infrastructure that will be used for all 
SUCs/services.  

Most device installations were conducted in the planned milestone schedule, but some parts have 
been delayed until M18.  

Procuring 
and 
installing 
the second 
set of 
devices 

M14 

This milestone is also related to building the piloting infrastructure that will be used for all 
SUCs/services.  

At least most of the devices required also for the second substation area have been procured and 
installed. A need to procure additional devices may arise as the full-scale demonstration 
progresses, but this will be clarified later. 

Pre-demo 
up and 
running 

M16 

Anomaly 
detector 
deployed on 
the first 
piloting area 
(all steps), to 
be updated at 
later stages 

Steps 1-2 
partly 
implemented 
on the first 
piloting area 
(running 
environment 
exists and 
fault 

Not yet on the 
piloting areas 

Not yet on the 
piloting areas 

Not yet on the 
piloting areas 

Not yet on the 
piloting areas 

 
1 Milestone progress was affected by a change in the pilot area and the need for grid model conversion and validation. See SUC 
Implementation (SUC-FI-02.03, 02.04) for details 
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SUC-FL-01.01 & SUC-FL-01.02 ANOMALY DETECTION AND FAULT FORECASTING  

Req Description Acceptance Criteria Progress 

QoS.1 
Accuracy of data 

requirements 
Data is available with proper 

measurement accuracy and resolution 

Cannot be evaluated yet (requires 
real-time data link being up and 

running) 

QoS.2 
Frequency of data 

exchanges 

Data is available with the resolution of 
IEC61850-9-2 Sampled value or at 

equivalent rate depending on the format 

Cannot be evaluated yet (requires 
real-time data link being up and 

running) 

Sec. 1 Information integrity 
Missing data or frozen data stream must 

be noted as a function of the data link 

Cannot be evaluated yet (requires 
real-time data link being up and 

running) 

D.1 Quality of data 
Data timestamped and of proper quality, 

with indication of missing datapoints. 

Cannot be evaluated yet (requires 
real-time data link being up and 

running) 

D.2 
Correctness of 

source data 
Data source indicated as part of the 

dataset 

Cannot be evaluated yet (requires 
real-time data link being up and 

running) 

D.3 
Format for AI 

algorithm input 
Input data format defined and 

implemented 

Initial definition available, to be 
modified when implementation work 

progresses 

D.4 
Format for anomaly 

log defined 
Anomaly log format is available. 

Initial definition available, to be 
modified when implementation work 

progresses 

Conf.1 
Commonly used 
communication 

protocol 

In principle IEC61580 is applied. In 
addition, data link format as specified. 

Cannot be evaluated yet (requires 
real-time data link being up and 

running) 

O.1 
Adequate 

computational 
power 

Implemented analytics can be run on the 
EDGE server. 

Cannot be evaluated before the 
algorithm has been deployed in the 
running environment to be used in 

the piloting 

 

SUC-FL-02.01, SUC-FL-02.02, SUC-FL-02.03, SUC-FL-02.04 CONGESTION MANAGEMENT 
USE CASES 

Req. Description Acceptance Criteria Progress 

Conf.1 
The operation mode of 

the information 
producer/receiver 

Manual 
Cannot be evaluated yet. The evaluation can be 

done after parameter scheduler is implemented. 

Conf.2 
The operation mode of 

the information 
producer/receiver 

Automatic Cannot be evaluated yet. 

QoS.1 
Elapsed time response 

requirements for 
exchanging data 

Less than 1 second Cannot be evaluated yet. 

QoS.2 
Availability of 

information flows 

99.9% + availability - 
Allowed outage: a few 
times per year, max 1 

hour each. 

Partly evaluated. For example, for grid data, load 
data, and generation data. 

QoS.3 
Frequency of data 

exchange 
Periodicity greater 

than a few minutes, 
Partly evaluated for primary substation 

measurements. 
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OR upon event OR 
every few seconds. 

Sec.1 Eavesdropping 

Ensuring 
confidentiality, 

avoiding illegitimate 
use of data, and 

preventing 
unauthorised reading 

of data. 

Partly evaluated in terms of grid, load and 
generation data being only accessed/used by 

authorised parties. 

Sec.2 
Information integrity 

violation 

Ensuring that data is 
not changed or 

destroyed. 

Not yet evaluated. Evaluation after implementing 
the data exchange interfaces. 

Sec.3 Authentication 

Ensuring that data 
comes from the 

stated source or goes 
to the authenticated 

receiver. 

Not yet evaluated. Evaluation after implementing 
the data exchange interfaces. 

 

Sec.4 Information theft 

Ensuring that data 
cannot be stolen or 

deleted by an 
unauthorised entity. 

Not yet evaluated. Evaluation after implementing 
the data exchange interfaces. 

D.1 Logging 

Logging of all 
information 

exchanged during this 
interaction is 

required, OR Logging 
of the source, 
destination, 
requesting 

application, and 
requesting user of 

information 
exchanges is required, 
but not the data itself. 

Not yet evaluated. Initial designs of logging 
systems have been already started. 

D.2 Up-to-data management 

Received data must 
be up-to-date within 

seconds of source 
data changing. 

Not yet evaluated. 

D.3 

Data consistency and 
synchronisation 

management across 
systems 

Second-by-second 
synchronisation OR 

Day-by-day 
synchronisation. 

Not yet evaluated. 

D.4 
Management of data 

across organisational 
boundaries 

Data exchanges go 
across boundaries 

between system 
developed by different 

vendors OR data 
exchanges go across 

organisational 
boundaries. 

Initial designs have been done including the 
protocol. Evaluations have not started yet and will 

be after implementing the data exchange 
interfaces between organisations. 

D.5 Naming of data items 
Matching of names is 

handled by a 
Not yet evaluated. Evaluation after implementing 

the data exchange interfaces. 
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Readiness Deployment 
diagram 

The deployment diagram for SUC-GR-01.02 is presented in 

 

 

 

Figure 15 below for clarity. 
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Expected UC 
Milestones 

Deployment of edge processing systems in pilot households. Successful real-
time data capture and validation. Anomaly detection and trend analysis 

implemented. Data sharing with Aggregator, UI, and forecasting services 
(edge & cloud). Integration with SUC-GR-01.02, 01.03, 01.05. 

Actions 
implemented 

Edge IoT devices are installed in demo sites. Data capture APIs operational. 
Real-time processing pipeline in place. Validated data flows to Aggregator UI 
and forecasting modules. Statistical metrics implemented. Federated 
Learning for energy forecasting initial tested completed. 

Requirements 

Assumptions 
IoT edge devices are available and installed. Stable connectivity for real-time 

data. User participation and data consent. Data is of high quality and 
accessible. 

Dependencies Integration with SUC-GR-01.02 (Demand Forecasting), 01.03 (Production), and 
01.05 (UI). Data infrastructure for real-time ingestion and analysis. 

Risks Incomplete or inaccurate data due to sensor/connection faults. Latency in 
data transmission. System overload or downtime at edge level.  

Readiness 

Deployment 
diagram 

The deployment diagram for SUC-GR-01.04 is presented in Figure 20 below 
for clarity. 

Deployment 
preparation 

IoT devices (smart meters) deployed in homes. Edge infrastructure installed 
and connected. MQTT protocol used for data submission. APIs for data 

retrieval tested. UI and backend integrated with data pipelines. 

Deployment 
assessment 

System captures, validates, and processes data within seconds. The 
feedback loop tested with consumers. Forecasting interfaces operational. 

Data privacy and audit logs established. The system achieves 99.9% uptime 
with backups. 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle 
Real-time edge data collection and validation tested. Aggregator UI 

integration was completed. Data forwarded to production/demand forecast 
systems. 

Future cycle Extending installation to more households. Implement anomaly detection. 
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FIGURE 20: DEPLOYMENT DIAGRAM FOR SUC-GR-01.04 (ONGOING PROCESS) 

For this SUC, the Federated Learning (FL) service is designed to provide privacy-preserving demand 
and PV forecasting for the households of the Greek demo. The objective is for each gateway to 
train a small local model and share only encrypted weight updates with a central coordinator, rather 
than transmitting raw smart-meter values to the cloud. The central training on actual pilot data is 
70% complete; however, the device CPU found the cloud-trained Bi-LSTM models to be too heavy. 
Plans for the Full-Demo phase include cloud model training and edge-side inference. Once fully 
deployed, the FL forecasts will be directly incorporated into the NILM and RL-optimisation 
pipelines. 

 

SUC-GR-01.05 USER INTERACTION 

Section Subsection Input 

Overview 

SUC Summary 

This SUC delivers an intuitive web/mobile interface through which residential 
consumers and prosumers can receive, review and answer flexibility requests issued 

by the aggregator. Besides two-way signalling, the UI visualises 5-min-granular 
consumption/production data, personalised analytics and the monetary incentives 

earned for accepted actions, thereby turning end-users into active players in the 
Local Flexibility Market (LFM). 

Target(s) 

During the pre-demo phase (M16), the end-to-end delivery of every SUC-GR-01.05 
message between the user interface and the aggregator back-end is to be 

demonstrated without data loss. Authenticated, encrypted channels shall be used, 
and the agreed latency and availability thresholds are to be met. 
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Validation 
Activities 
Summary 

Current cycle 

During the current cycle, the mobile and web UI were deployed and tested with real-
time data and actual users. Integration with the cloud services was successful as well 

as the device control through the app. Feedback was taken to fix issues in the user 
experience report bugs in API. Emphasis was given in the ease of the user navigation 

and aesthetics of the visual interface. Further feedback is being collected both for the 
improvement of the visual components and bugs in the display of real-time data, such 

as gaps in the data or unexpected values. 

Future cycle 

Integration of live notifications for flexibility requests, billing data, energy and 
production live data and forecasts to the aggregator, connection with Greek spot 

market prices, integration with flexibility optimisation service for automated 
requests. 
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FIGURE 21: DEPLOYMENT DIAGRAM FOR SUC-GR-01.05 

 

The user-interaction service defined in SUC-GR-01.05 is operational, offering two complementary 
front-ends: one for the mobile app, for the users providing an overview of household electricity 
consumption as depicted in Figure 22 and one for the aggregator as depicted in Figure 23. Regarding 
the mobile application, a native Android/iOS app streams one-second readings from household 
meters and organises them across three screens: 
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FIGURE 22: SCREENSHOTS OF THE DASHBOARD, DEVICES AND BILLING TABS 
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FIGURE 24: ENERGY AGGREGATOR DASHBOARD - REAL TIME MONITORING, HISTORICAL STATISTICS AND FORECAST 

MODULES 
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FIGURE 27: DEPLOYMENT DIAGRAM FOR SUC-GR-03.02 

   

HENEX has successfully deployed a secure pilot instance of the Local Flexibility Market (LFM) on its 
AWS infrastructure, enabling user registration pages (see Figure 28 below for reference), asset 
onboarding forms, and role profiles for System Operator, Market Operator, and Flexibility Service 
Provider.  
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FIGURE 30: LFM PLATFORM MTU SCHEDULER 

3.2.3.2 Milestones and Progress  

This subsection revisits the internal milestones identified in D5.1 and assesses their current status, 
noting any updates, delays, or partial completions observed during the Pre-Demo Phase. The 
information is presented in Table 10, which maps each milestone to the corresponding 
implementation steps and indicates the extent of progress achieved for the Greek Demo. 

TABLE 10: PROGRESS ON GREEK DEMO INTERNAL MILESTONES LINKED TO THE IMPLEMENTATION OF 
SYSTEM USE CASES (SUCS) DURING THE PRE-DEMO PHASE 

Internal 
Milestones Month 

SUC-GR-
01.01  

SUC-GR-
01.02  

SUC-GR-
01.03  

SUC-
GR-

01.04  

SUC-GR-
01.05  

SUC-GR-
02.01  

SUC-GR-
03.01  

SUC-
GR-

03.02  

Finalisation 
of required 

data sources 
M9 - - - - - - n/a n/a 

Initial data 
sample 
testing 

M11 SC1 
Steps4-10 

SC1 
All Steps 

SC1 
All Steps 

SC1 
Steps 

1-7 

SC2 
All Steps 

SC3 
Steps 1-6 

SC1 
Steps 
1,2,5-8 

n/a n/a 

Alpha version M12 SC1 
Steps4-10 

SC1,2,3 
All Steps 

SC1,2,3 
All Steps 

SC1 
Steps 

1-7 

SC2,3 
Steps 

SC1 
Steps 
1,2,5-8 

SC1 
All Steps 

SC1,2 
All 

Steps 

Complete 
connection 

M15 Ongoing Ongoing Ongoing Ongoing Ongoing 
Not 

tested 
yet 

n/a n/a 
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points with 
data sources 

Beta version M20 - - - - - - - - 

Final version M26 - - - - - - - - 

Fully 
Validated in 

the demo 
M36 - - - - - - - - 

 

3.2.4 Pre Demo Evaluation 

3.2.4.1 Requirements Evaluation 

The following section presents the requirement for each SUC, which was initially introduced in D5.1 
including the description, acceptance criteria, and assigned testing partner.  An additional column 
now captures the progress status recorded during the Pre-Demo Phase, allowing a direct 
comparison between the targets set in D5.1 and the results achieved to date. 

SUC-GR-01.01 OPTIMISATION OF FLEXIBILITY DISTRIBUTION  

Req. Description Acceptance Criteria Progress 

QoS.1 Contractual timelines for 
data exchange 

Checks that contractual timelines for exchanging data exist 
and are followed To be tested later 

QoS. 2 Frequency of data 
exchanges Data frequency tests To be tested later 

Sec. 1 Information theft Consent of users. Data are secured in storage facilities (edge & 
cloud). Performance tests. To be tested later 

Sec. 2 Information integrity 
violation 

Data are secured in storage facilities (edge & cloud). Periodic 
sample testing and backups. To be tested later 

Sec. 3 Replay Databases security. Use of HEDGE-IoT connector To be 
implemented later 

D.1 Management of data across 
organisational boundaries Available data pipelines. Use of HEDGE IoT connector To be 

implemented later 

D.2 Correctness of source data Performance tests in IoT devices. Random checks and sample 
validations To be tested later 

D.3 

Data consistency and 
synchronisation 

management across 
systems 

System monitoring of edge and cloud components. System 
uptime. To be tested later 
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O.1 Personal data processing User consent if personal data is required. Data anonymisation 
techniques where needed. Implemented 

O.2 Right to access, rectify, 
erasure, restriction Data be available in end users Implemented 

O.3 Data transfer consent User consent Implemented 

Conf.1 Operation mode of 
Information Producer Tests to check the automation of information production To be tested later 

Conf.2 Operation mode of 
Information Receiver Tests to check the automation of information receipt To be tested later 

Conf.3 Relative maturity of current 
implementation 

Checks that the implementation is mature and well 
implemented 

To be 
implemented later 

Conf.4 Distance between entities Check the topology of the entities To be 
implemented later 

 

SUC-GR-01.02 DEMAND FORECASTING & SUC-GR-01.03 PRODUCTION FORECASTING  

Req. Description Acceptance Criteria Progress 

QoS.1 
Elapsed time response 

requirements for 
exchanging data 

Check the forecast horizons and the availability of the 
forecast Implemented 

QoS. 2 Availability of information 
flows Data pipelines availability Implemented 

QoS. 3 Accuracy of data 
requirements 

Accuracy is accepted through consensual agreements and 
periodic sample testing Implemented 

QoS. 4 Frequency of data 
exchanges Every data exchange request is performed Implemented 

Sec. 1 Information theft Consent of users. Data are secured in storage facilities 
(edge & cloud). Performance tests. Implemented 

Sec. 2 Information integrity 
violation 

Data are secured in storage facilities (edge & cloud). 
Periodic sample testing and backups. Implemented 

Sec. 3 Replay Databases security. Use of HEDGE-IoT connector To be implemented later 

Sec. 4 Denial of service Database security and user roles based security. Use of 
HEDGE-IoT connector To be implemented later 
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Sec. 5 Authentication Database security and user roles based security. Use of 
HEDGE-IoT connector To be implemented later 

D.1 Type of source data Comparisons and validity checks between edge sensors To be implemented later 

D.2 Correctness of source 
data 

Performance tests in IoT devices. Random checks and 
sample validations To be implemented later 

D.3 Up-to-date management Data are updated per agreed intervals (minute, 5-mins, 15-
mins, 1-h) Implemented 

D.4 
Management of large 

volumes of data that are 
being exchanged 

Amount of data exchanged between edge and cloud 
components Implemented 

D.5 

Data consistency and 
synchronisation 

management across 
systems 

System monitoring of edge and cloud components. System 
uptime. Implemented 

D.6 
Management of 

accessing different types 
of data to be exchanged 

Establishment of specific data models Implemented 

D.7 
Transaction integrity 
required (backup and 

rollback capability) 
Standard security tests are performed periodically Implemented 

D.8 
Management of data 

formats in data 
exchanges 

Use of common data models and interoperability standards To be implemented later 

O.1 Personal data processing User consent if personal data is required. Data 
anonymisation techniques where needed. Implemented 

O.2 Right to access, rectify, 
erasure, restriction Data be available in end users Implemented 

O.3 Data transfer consent User consent Implemented 

Conf.3 Distance between 
entities Check the topology of the entities To be implemented later 

Conf.4 Data exchange methods Use of agreed edge and cloud communication protocols Implemented 

Conf.7 Operation mode of 
Information Producer Tests to check the automation of information production To be implemented later 

Conf.8 Operation mode of 
Information Receiver Tests to check the automation of information receipt To be implemented later 
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SUC-GR-01.04 EDGE PROCESSING 

Req. Description Acceptance Criteria Progress 

QoS.1 
Elapsed time response 

requirements for 
exchanging data 

Data exchange is less than 1 minute Implemented 

QoS. 2 Availability of information 
flows Data pipelines availability Implemented 

QoS. 3 Accuracy of data 
requirements 

Accuracy is accepted through consensual agreements and 
periodic sample testing Implemented 

QoS. 4 Frequency of data 
exchanges Every data exchange request is performed Implemented 

Sec. 1 Eavesdropping Standards security measures Implemented 

Sec. 2 Information integrity 
violation 

Data are secured in storage facilities (edge & cloud). Periodic 
sample testing and backups. Implemented 

Sec. 3 Authentication Database security and user roles based security. Use of 
HEDGE-IoT connector 

To be 
implemented 

later 

Sec. 4 Repudiation Data are always available to be sent Implemented 

Sec. 5 Information theft Consent of users. Data are secured in storage facilities (edge & 
cloud). Performance tests. Implemented 

D.1 Type of source data Comparisons and validity checks between edge sensors Implemented 

D.2 Correctness of source data Performance tests in IoT devices. Random checks and sample 
validations Implemented 

D.3 Up-to-date management Data are updated per agreed intervals (minute, 5-mins, 15-mins, 
1-h) Implemented 

D.4 
Management of large 

volumes of data that are 
being exchanged 

Amount of data exchanged between edge and cloud 
components Implemented 

D.5 

Data consistency and 
synchronisation 

management across 
systems 

System monitoring of edge and cloud components. System 
uptime. Implemented 

D.6 Validation of data exchanges Periodic accuracy tests with edge meters Implemented 

D.7 Management of data formats 
in data exchanges Use of common data models and interoperability standards Implemented 



 

82 

 

D5.2 �4 Pre Demo Phase Report 

O.1 Personal data processing User consent if personal data is required. Data anonymisation 
techniques where needed. Implemented 

O.2 Right to access, rectify, 
erasure, restriction Data be available in end users Implemented 

O.3 Data transfer consent User consent Implemented 

Conf.7 Operation mode of 
Information Producer Tests to check the automation of information production 

To be 
implemented 

later 

Conf.8 Operation mode of 
Information Receiver Tests to check the automation of information receipt 

To be 
implemented 

later 

 

SUC-GR-01.05 USER INTERACTION 

Req. Description Acceptance Criteria Progress 

QoS.1 
Elapsed time response 

requirements for 
exchanging data 

Data exchange is less than 1 minute Implemented 
(~100ms) 

QoS. 2 Availability of information 
flows Data pipelines availability 

Implemented 
Data are preprocessed on the cloud 

asynchronously 
and provided back to the user through APIs 

QoS. 3 Accuracy of data 
requirements 

Accuracy is accepted through 
consensual agreements and periodic 

sample testing 

Partly Implemented 
Accuracy of measurements are tested for 
some houses by comparing to the energy 

bill measurement 
 

QoS. 4 Frequency of data 
exchanges 

Every data exchange request is 
performed 

Data are transmitted every second from 
the house meter 

Sec. 1 Eavesdropping Standard security measures 
Implemented 

Data are encrypted over TLS for the MQTT 
protocol 

Sec. 2 Authentication Database security and user roles based 
security. Use of HEDGE-IoT connector 

Implemented 
MQTT connection is protected by role 

based security and API access is protected 
by access token auth 

Sec. 3 Information theft 
Consent of users. Data are secured in 

storage facilities (edge & cloud). 
Performance tests. 

Implemented 
Data are secured in proprietary database 
which cannot be accessed from a public 

url. 
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Sec. 4 Denial of Service Data are always available to be sent System is not secured against Denial of 
Service attacks 

Sec. 5 Information theft Database security and user roles based 
security. Use of HEDGE-IoT connector 

Database can only be accessed internally 
from another api service. 

D.1 Type of source data Comparisons and validity checks 
between edge sensors 

All sensors transmit the same payload 
structure. Any structure that is different is 

ignored from the preprocessing 

D.2 Correctness of source data Performance tests in IoT devices. 
Random checks and sample validations Not implemented 

D.3 
Management of large 

volumes of data that are 
being exchanged 

Amount of data exchanged between 
edge and cloud components 

There is no large data exchanged, the 
exchange happens frequently with small 

data chunks 

D.4 

Data consistency and 
synchronisation 

management across 
systems 

System monitoring of edge and cloud 
components. System uptime. 

Implemented 
Monitoring dashboard is configured for the 

cloud component status  

O.1 Personal data processing 
User consent if personal data is 

required. Data anonymisation 
techniques where needed. 

Data anonymisation is not implemented.  
User signs a form for handling and 

processing of data. 

O.2 Right to access, rectify, 
erasure, restriction Data be available in end users To be implemented later 

O.3 Data transfer consent User consent Not Implemented 

Conf.1 Operation mode of 
Information Producer 

Tests to check the automation of 
information production 

Implemented 
Proprietary script to control the frequency 

of data and connectivity of sensor 

Conf.2 Operation mode of 
Information Receiver 

Tests to check the automation of 
information receipt 

Implemented 
MQTT broker connected to a proprietary 
connector for real-time data reception. 

 

SUC-GR-02.01 ENERGY GRID MANAGEMENT USING FORECASTING DATA 

Req Description Acceptance Criteria Progress 

QoS.1 Frequency of data exchanges: 
Upon request 

Data exchanges occur upon request and 
meet required frequencies for the system's 

performance. 
To be tested later 

Sec.1 

Authentication and Access 
Control mechanisms commonly 
used with this data exchange: 
Private (secret) key encryption 

Authentication and encryption validated. To be implemented 
later 
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D.1 Correctness of source data: 
Source data is usually correct Random checks and sample validations To be tested later 

D.2 

Up-to-date management: 
Received data must be up-to-

date within hours of source data 
changing 

Random checks and sample validations to 
verify that received data is up to date within 

hours of changes in source data. 
To be tested later 

Conf.1 

Data exchange methods: Client-
server 

Through database 

Client-server or database exchange methods 
validated through performance tests. To be tested later 

O.1 

Data transfer consent: The data 
subject shall have the right to 

obtain from the controller 
without undue delay the access, 
rectification, erasure, restriction 

of inaccurate personal data 
concerning him or her. 

GDPR compliance verified through consent 
management and system monitoring. To be tested later 

 

SUC-GR-03.01 REGISTRATION & PREQUALIFICATION ON LOCAL FLEXIBILITY MARKET & SUC-
GR-03.02 FLEXIBILITY TRADING 

Requirement Description Acceptance Criteria Progress 

QoS.1 Availability of information 
flows 

Information flows must be available at all times, with 
no disruption to data transmission. 

To be tested 
later 

QoS.2 Accuracy of data 
requirements 

Data requirements must be precise and verified to 
ensure correctness. 

To be tested 
later 

QoS.3 Frequency of data 
exchanges 

Data exchanges should occur at defined intervals, 
adhering to the required frequency. 

To be tested 
later 

Sec. 1 

Ensuring confidentiality, 
avoiding illegitimate use 
of data, and preventing 
unauthorised reading of 

data, is: 

Data must be encrypted, access control 
implemented, and unauthorised access prevented. 

To be tested 
later 

Sec. 2 

Information integrity 
violation: Ensuring that 
data is not changed or 

destroyed is: 

Mechanisms should be in place to prevent 
unauthorised data modification or destruction. 

To be tested 
later 

Sec. 3 

Authentication and 
Access Control 

mechanisms commonly 
used with this data 

exchange 

Secure access via API keys or tokens must be 
verified and managed appropriately. 

To be tested 
later 
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OB1 
Different types of IoT/edge devices to be 

exploited in Demo Areas e.g., Smart Meter, 
HEMS, Sensors, inverter 

0 >5 
Submetering IoT 

devices, billing 
devices, smart plugs 

OB4 Users involved in the piloting 100 20% at M18, 60% at 
M32, 100% at M42 

55 devices have been 
installed so far, 

actively transmitting 

KPI3 
% Of planned usage of HEDGE-IoT tools/data 

services (e.g., transactions, periodicity) in field 
demos 

0 10% Y1, 40% Y2, 60% 
Y3, 100% Y4 0 

KPI4 Real-time data sharing among stakeholders 0 10% Y1, 40% Y2, 60% 
Y3, 100% Y4 

55 devices 
transmitting in real-

time (per second) 

KPI6 End-users' bill reduction by offering flexibility 
services n/a 10% Y1, 40% Y2, 60% 

Y3, 100% Y4 0 

KPI7 Increased RES and IoT deployment for providing 
flexibility services 0 10% Y1, 20% Y2, 25% 

Y3, 30% Y4 0 

KPI8 IoT/Edge/Fog sites uptime and availability n/a 99,9% Availability of cloud 
components ~96% 

KPI9 Flexibility unlocked and transacted in markets 0 30% increase n/a 

KPI10 

 

Number of consumers engaged with flexibility 
services 

0 >1000 end users 55 users 

KP12 Faster application response times n/a 20% improvement 

All interactions with 
the user are 

performed through 
the cloud. Response 
times are between 

100-200ms 

KPI13 Savings in network bandwidth and lower latency n/a 20% 

Savings in network 
bandwidth come from 
the standardised  and 

minimised payload 
from the devices. 

The rate of 
transmission is fixed. 

1 measurement per 
second. 

KPI17 Increased flexibility incorporation enabled by 
IoT/Edge technologies for grid security 0 5% Y1, 10% Y2, 15% Y3, 

30% Y4, 45% Y5+ 0 

KPI21 Cross-energy flexibility enabled by HEDGE-IoT 
solution 0 15% at the end of the 

project 0 
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KPI22 Increase DERs participation in flexibility 
provision 0 5% Y1, 10% Y2, 15% Y3, 

20% Y4, 25% Y5+ 0 
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In this phase, since RECs are still in the process of being involved in the project, all tests were 
conducted with synthetic data sources (simulators). 

SUC-IT-02.01 GRID BEHAVIOUR FORECASTING 

Section Subsection Input 

Overview 

SUC Summary 

The SUC-IT-02.1 focuses on improving the prediction of grid behaviour, both in 
terms of energy production and consumption, by combining real-time data from 

DSOs, energy communities, and consumers. Through the integration of smart 
meter readings, substation sensors, and weather forecasts, a machine learning 

model forecasts short- and mid-term load and production trends. These forecasts 
help improve grid stability, prevent overloads, and support operational decision-

making. 

Target(s) 

The current evaluation cycle targets enhanced grid operation by enabling better 
prediction capabilities, which increase the capacity to anticipate and prevent 

overloads and other critical situations. In addition, it also aims at reducing 
application response times; faster grid behaviour predictions provide additional 

operational time to effectively manage and mitigate critical scenarios. 

Expected UC 
Milestones Historical data is available for ML model training; First forecast results are verified. 

Actions 
implemented 

Forecast model is being trained using 1 year load curves with 15 minutes granularity 
from ~6000 customers. Additional 6 months are used for model validation. 

Requirements 

Assumptions Grid measurements are available; Grid topology is updated. 

Dependencies 

The SUC depends on near real-time data from PoDs and a granular distribution of 
sensors in both lines and substations, which are essential for feeding the forecast 
model. Synchronisation of the clock between systems with accuracy on seconds is 

also required to ensure consistent and reliable data exchange. 

This SUC is linked to SUC-IT-02.2, as it provides load and production forecasts for 
the grid, and to SUC-IT-02.3, by consuming weather forecasts to better predict PV 

production and consumer behaviour. These interactions underline its role as both a 
data consumer and provider within the overall system architecture. 

Risks 
A newly trained ML model may perform sub-optimally due to biases, overfitting, or 

limited data. Continuous monitoring and retraining are essential to improve 
reliability. 

Readiness 

Deployment 
diagram 

The deployment diagram for SUC-IT-02.01 is presented in Figure 33 below for 
clarity. 

Deployment 
preparation 

The components and infrastructure must support Quality of Service requirements 
such as identifiable data age, known time skew and periodic or event-based 
exchanges. Availability can be scheduled, reflecting non-continuous service 

tolerance. From a Security standpoint, mechanisms such as certificate or shared 
secret authentication, VLAN segregation, and safeguards against eavesdropping 

and integrity violations are required. 

Data Management must ensure correctness, up-to-date information within 
minutes, and automated or semi-automated data maintenance. Validation across 
sources and management across departmental boundaries are also essential. The 
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FIGURE 33: DEPLOYMENT DIAGRAM FOR SUC-IT-02.1 (ONGOING PROCESS) 

 

SUC-IT-02.02 GRID CONGESTION COMPUTING 

Section Subsection Input 

Overview SUC Summary 

SUC-IT-02.2 demonstrates the effectiveness of forecasting grid congestion by 
leveraging DSO system assets and results from previous SUCs. The objective is to 
defer grid reinforcement investments and improve security of supply by enabling 

demand-response mechanisms. The Distribution Management System (DMS) uses 
inputs such as RT measurements, grid topology, thermal limits, baselines, and load 

& production forecasts to detect voltage violations and line power limitations 
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through the State Estimation tool. Key components include SCADA, topology 
processor, dynamic line rating, flexibility database, and forecast tools. 

Target(s) 

The current evaluation cycle targets improvements in real-time data sharing 
among stakeholders, enabling better forecast models. It also focuses on 

enhancing grid operational performance through improved allocation of flexibility 
resources in critical scenarios. Additionally, it aims to reduce application response 

times, allowing quicker prediction of grid behaviour. Lastly, the cycle supports 
increasing DERs participation in flexibility provision by reducing downtime. 

Actions 
implemented 

During the evaluation cycle, the DSO system processed SCADA data via the 
topology processor and state estimation tools to assess real-time grid 

configuration. The dynamic line rating tool used weather forecasts to define 
thermal limits. Energy Community resources were registered in the flexibility 

database, and baselines were set using smart meter data. Forecasts of load and 
production were integrated to detect grid congestion and support operational 

decisions 

Requirements 

Assumptions Forecast model is supposed as accurate; Grid topology is accurate and available in 
real time. 

Dependencies 

The use case requires balanced distribution of flexibility in the grid area, 
availability of real-time data readings, and updated grid topology in near real time. 

These prerequisites ensure effective interaction with other services and 
components. This use case is closely related to others in the Italian pilot. It builds 

on SUC-IT-02.1 by consuming load and production forecasts to activate State 
Estimation algorithms across different scenarios. It is also linked to SUC-IT-02.3, 

from which it receives local weather conditions and forecasts to support the 
calculation of the dynamic grid rating. These interactions strengthen the 

integration and coherence of the demo environment. 

Risks Inaccurate data may lead to false congestion detection. 

Readiness 

Deployment 
diagram 

The deployment diagram for SUC-IT-02.02 is presented in Figure 34 below for 
clarity. 

Deployment 
preparation 

The implementation of this use case relies on requirements spanning several 
domains. Quality of Service (QoS) requires data exchanges either upon events or at 

regular 15-minute intervals, ensuring timeliness, availability during scheduled 
uptime, and traceability of data age and time skew. Security (Sec) measures 
include protection against eavesdropping and data integrity violations, with 

authentication managed through certificates or shared secrets, and network 
segmentation via VLANs. Data Management demands high accuracy and timeliness 
of data, validation across departments and organisations, and a mostly automated 

maintenance process. Configuration (Conf) involves a publish-subscribe and 
request-response architecture over existing mature infrastructures, using power 

line communication where applicable, and accommodating legacy systems. Lastly, 
no GDPR constraints apply, as no personal data is processed. 

Deployment 
assessment 

Congestion detection algorithm is linked to forecast engine; components are being 
validated on static data. 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle The main actions focused on structured data acquisition from field devices and 
central systems, followed by real-time grid state estimation. These steps build 
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FIGURE 35: DEPLOYMENT DIAGRAM FOR SUC-IT-02.3 (HIGHLIGHTS SHOW THE ONGOING PROCESS) 

3.3.3.2 Milestones and Progress 

This subsection revisits the internal milestones identified in D5.1 and assesses their current status, 
noting any updates, delays, or partial completions observed during the Pre-Demo Phase. The 
information is presented in Table 15, which maps each milestone to the corresponding 
implementation steps and indicates the extent of progress achieved for the Italian Demo. 

TABLE 15: PROGRESS ON ITALIAN DEMO INTERNAL MILESTONES LINKED TO THE IMPLEMENTATION OF SYSTEM USE 
CASES (SUCS) DURING THE PRE-DEMO PHASE 

Internal Milestones Month SUC-IT-01.01 SUC-IT-01.02 SUC-IT-02.01 SUC-IT-
02.02 

SUC-IT-
02.03 

Functional 
Requirements M14 Completed Completed Completed Completed Completed 
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R. 3 Frequency of data 
exchanges 

Periodicity greater than a few seconds 
Upon event 

Upon request 

Data from external software sources is 
coming as intended (frequency as 

intended). 
Data from the field to be tested later 

R.4 

Management of 
data across 

organisational 
boundaries 

Data can be accessed by external 
organisations 

Data Flows originated from the Use 
Cases are available on external platforms 

R.5 Validation of data 
exchanges Data and models should be validated. Data is validated during ingestion 

R.6 

Management of 
large volumes of 

data that are being 
exchanged 

The solution facilitates the utilisation and 
management of large models along with their 

dependencies. 
To be tested later 

R. 7 Up-to-date 
management 

Received data must be up-to-date within 
accepted time granularity of source data 

changing 
To be tested later 

R.8 Correctness of 
source data 

The solution enables data accuracy 
verification. To be tested later 

SUC-IT-02.01 GRID BEHAVIOUR FORECASTING & SUC-IT-02.02 GRID CONGESTION 
COMPUTING 

Req Description Acceptance Criteria Progress 

QoS.1 Availability of information 
flows 

Continuous availability not required so long as 
downtime is scheduled 

Data is currently transferred 
manually 

QoS.2 Accuracy of data 
requirements Age of data needs to be knowable Data age is known 

QoS.3 Accuracy of data 
requirements Time skew of data must be known Time skew is known 

QoS.4 Frequency of data 
exchanges Upon event Data is published on expected 

events. 

QoS.5 Frequency of data 
exchanges Every 15 minutes To be tested later 

Sec.1 Eavesdropping Standard security tests To be tested later 

Sec.2 Information integrity 
violation Standard security tests To be tested later 

Sec.3 Authentication and Access 
Control mechanisms 

Certificate To be tested later 
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commonly used with this 
data exchange 

Sec.4 

Authentication and Access 
Control mechanisms 

commonly used with this 
data exchange 

Shared secret To be tested later 

Sec.5 
Network security measures 

commonly used with this 
data exchange 

VLAN segregation Field VLANs are segregated 

D.1 Correctness of source data Source data is always correct (e.g. by 
definition) Data is assumed correct 

D.2 Correctness of source data Source data is usually correct To be tested later 

D.3 Up-to-date management Received data must be up-to-date within 
minutes of source data changing To be tested later 

D.4 Management of data across 
organisational boundaries 

Data exchanges go across departmental 
boundaries To be tested later 

D.5 Data maintenance effort: 
human versus automation 

Data maintenance is mostly automated but 
requires occasional intervention 

Data is currently manually 
transferred 

D.6 Validation of data 
exchanges 

Data from different sources must be validated 
against each other 

Data validation is currently 
outside of the pilot. 

D.7 Management of data across 
organisational boundaries 

Data exchanges go across organisational 
boundaries 

Data samples are currently 
manually extracted and 

exchanged. 

Conf.1 Number of Information 
Producers Few to a hundred Producers are communicating 

correctly. 

Conf.2 Communication media Power Line Communication (Chain2) Data is being read via Chain2. 

Conf.3 Data exchange methods Master-slave Used where applicable. 

Conf.4 Data exchange methods Publish-subscribe Used where applicable. 

Conf.5 Communication access 
services requirements Request-response Used where applicable. 

Conf.6 Relative maturity of current 
implementation TRL levels classification TRL 6 

Conf.7 Existence of legacy 
systems Few changes will be needed 

Changes are being worked on. 
Using manual intervention as 

workaround. 
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TABLE 16: KEY PERFORMANCE INDICATORS (KPIS) DEFINED FOR THE ITALIAN DEMO, INCLUDING SUC RELEVANCE, 
BASELINE AND TARGET VALUES, AND REPORTED PROGRESS DURING THE PRE-DEMO PHASE 

ID KPI Baseline Target Progress 

KPI 4 % Of real-time data sharing 
among stakeholders n/a n/a 0 

KPI5 
Open source released 

developments related to data 
connector implementations 

0 100 0 

KPI7 
Increased RES and IoT 

deployment for providing 
flexibility services 

n/a 90 0 

KPI8 IoT/Edge/Fog sites uptime 
and availability n/a 99 0 

KP9 Flexibility unlocked and 
transacted in markets n/a >=10 0 

KP10 
Number of consumers 
engaged with flexibility 

services 
10% n/a 0 

KPI 11 Increased grid operational n/a 10% 0 

KP12 Faster application response 
times n/a 24 0 

KPI22 Increase DERs participation in 
flexibility provision 15 min 5 to 30 min 0 
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Edge server 
Server that runs all the 

HEDGE-IoT edge 
applications 

Testing Yes 

Hosts (parts of) 
the Semantic 

Interoperability 
Framework and 
the AI services 

for local grid 
resilience 

Metering 
devices DSO 

Metering points of local 
grid connection to DSO 

Installed Yes 

Linked to the 
Semantic 

Interoperability 
Framework 

Submetering 
IoT devices 

IoT devices in residential 
switchboards with edge 
processing capabilities 

Installed Yes 

Linked to the 
Semantic 

Interoperability 
Framework 

Databases for 
data exchange 

Local storage with cloud 
access 

Deployed Yes 

Linked to the 
Semantic 

Interoperability 
Framework 

PVs 
Rooftop installation for 
self-consumption and 
flexibility provisioning 

Installed Yes 

Linked to the 
Semantic 

Interoperability 
Framework 

EVs and EV 
chargers 

Electric mobility assets for 
flexibility provisioning 

Installed Yes 

Linked to the 
Semantic 

Interoperability 
Framework 

User Interfaces 

Mobile app and web 
interface for residential 

consumers and 
aggregators 

Interface for 
aggregator has been 

deployed 
Yes 

Linked to the 
Semantic 

Interoperability 
Framework 

Interoperability 
Layer 

Facilitate semantically 
interoperable data 

exchange. This includes 
integration with data space 

connectors. 

Deployed, not yet 
integrated with data 

space connector 
Yes 

Part of the 
Semantic 

Interoperability 
Framework 

Table 19 summarises the datasets relevant to the Pre-Demo Phase, indicating their availability, 
whether they were used during this period and their linkage to the corresponding WP3 technological 
enablers. 
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Requirements 

Assumptions Energy nodes are available for retrieving their data 

Dependencies no dependencies 

Risks Already deployed 

Readiness 

Deployment 
diagram 

Implemented as specified in WP2, Figure 36 follows below this table 

Deployment 
preparation 

Edge server available to connect to energy nodes 

DSO Grid Meters, PV Panels, Submetering, Energy Nodes and Chargers are 
installed and can send data to the edge server 

Deployment 
assessment 

The deployment is complete, KPIs need to be measured according to the plan 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle Data from different types of energy nodes can be exchanged through the 
infrastructure and can be seen in a dashboard 

Future cycle n/a 
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FIGURE 36: DEPLOYMENT DIAGRAM FOR SUC-NL.01.01 
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SUC-NL-01.02 SEMANTIC INTEGRATION ENERGY NODES  

Section Subsection Input 

Overview 

SUC Summary Integrate energy nodes and EMS/BMS via semantics for control and explainability 

Target(s) Deployment for DSO meters, EV chargers, PV panels and sub-metering 

Expected UC 
Milestones 

Should be able to exchange information through the Semantic Interoperability 
Framework in a semantically interoperable way 

Actions 
implemented 

Data is now exchanged through the Semantic Interoperability Framework. Several 
semantic adapters have been developed and deployed for the energy assets such 

as PV panels and EV chargers. 

Requirements 

Assumptions Energy nodes are available to retrieve data from 

Dependencies 
Requires one (or more) Edge server(s) to be set up where components of the 

Semantic Interoperability Framework and the semantic adapters can be deployed.  
Energy assets should be linked to the network and able to exchange data. 

Risks Incorrect semantic mappings can lead to incorrect conclusions for the services, 
e.g. anomaly detection, that rely on this SUC. 

Readiness 

Deployment 
diagram See Figure 37 below table, up until Inf.10 has been implemented 

Deployment 
preparation 

Two servers have been made available to run the various components 

Semantic interoperability framework is available and deployed on one of the 
servers 

Energy assets have been installed and linked to Arnhems Buiten's network 

Deployment 
assessment 

60% complete, submetering adapters need to be connected definitively but have 
been tested. We will likely still develop semantic adapters for additional energy 

nodes, e.g. a BMS. Preparation for the connected adapters (DSO meters, EV 
chargers, PV panels) is complete and KPIs can be evaluated according to plan. 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle Semantic adapter for DSO meters, EV chargers, PV panels and submetering have 
been developed, tested and nearly all have been deployed. 

Future cycle 

Submetering semantic adapter needs to be deployed permanently.  
When Arnhems Buiten's server has been connected, the semantic adapters and 

Semantic Interoperability Framework will be moved to this server. 

Need to create a semantic adapter for EMS/BMS 

Need to send and show recommendations in the Prosumer's interface 

Need to be able to show explanations for recommendations 
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FIGURE 37: DEPLOYMENT DIAGRAM FOR SUC-NL.01.02 (ONGOING PROCESS) 
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SUC-NL-01.03 OPTIMIZE ENERGY PRODUCTION & CONSUMPTION 

Section Subsection Input 

Overview 

SUC Summary Optimise energy production & consumption in Arnhems Buiten's 
decentral grid 

Target(s) None 

Expected UC Milestones None for the pre-demo phase, will be implemented later as 
described in D2.2 

Actions implemented - 

Requirements 

Assumptions 

Energy usage data from the park and several energy nodes is 
available. 

Data can be exchanged through an infrastructure, preferably 
through semantic adapters as defined in SUC-NL-01.02 

Dependencies 

Depends on the Semantic Interoperability Framework for 
exchanging data and sending optimisation plans. 

May optionally depend on an external optimisation service 

Risks Delays in the deployment of SUC-NL-01.02 or the optimisation 
service can result in delays for this SUC. 

Readiness 

Deployment diagram Will be implemented according to D2.2 

Deployment preparation EMS needs to be chosen and linked to Arnhems Buiten's network to 
enable data exchange 

Deployment assessment Not yet started, will continue according to plan 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle n/a 

Future cycle 
Need to provide grid information to EMS, get energy nodes data for 

optimisation and send this to the EMS to give to an optimisation 
algorithm, and be able to send an energy optimisation plan 

 

SUC-NL-01.04 FLEXIBILITY ALIGNMENT 

Section Subsection Input 

Overview SUC Summary 

Implement a flexibility alignment system at Electricity Campus Arnhems 
Buiten, enabling prosumers and aggregators to exchange and execute 

energy optimisation plans, utilising smart grid technologies to optimise 
energy use and demonstrate flexibility benefits 
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Expected UC 
Milestones 

To be defined 

Actions 
implemented 

To be defined 

Requirements 

Assumptions All input data is assumed to be formatted as directed graphs that adhere to 
the RDF data model. 

Dependencies The service is dependent on the various Knowledge Engine runtime(s) to 
route and convert the messages send by the subscribed smart devices. 

Risks False positives might induce stakeholders to act incorrectly. 

Readiness 

Deployment 
diagram 

See below Figure 38 

Deployment 
preparation 

Deployment requires a server that hosts the service, plus one or more 
Knowledge Engine runtime(s) to be available on the network. 

Deployment 
assessment 

Deployment preparation is in full effect: servers are currently being set up 
and Knowledge Engine runtimes are ready to be deployed. 

Validation 
Activities 
Summary 

Previous cycle 
Requirement analysis and design lineage were created, a controlled 

environment with training data was set up, and a prototype implementation 
was developed.  

Current cycle Debugging of prototype implementation and testing in controlled 
environment, finetuning of parameters. 

Future cycle Further extending of capabilities and complete validation in controlled 
environment. Next, deploy in demo infrastructure and test on real data. 

 

 
FIGURE 38: DEPLOYMENT DIAGRAM FOR SUC-NL.02.01 & SUC-NL.02.02 
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The Semantic Interoperability Framework in SUCs NL-01.2 - NL-01.6 utilises the Edge server asset 
and links to various devices, including PV panels, submetering, and energy nodes. It serves as the 
primary data exchange platform for the pilot. In the pre-demo phase, we have set up an edge server 
that runs the necessary components and is connected to the various devices. This setup has been 
tested. The focus was on establishing a reliable data exchange mechanism connected to multiple 
assets, which is a key component needed to support SUCs 01.3, 01.4, 02.1, and 02.2. 

3.4.3.2 Milestones and Progress 

This subsection revisits the internal milestones identified in D5.1 and assesses their current status, 
noting any updates, delays, or partial completions observed during the Pre-Demo Phase. The 
information is presented in Table 20, which maps each milestone to the corresponding 
implementation steps and indicates the extent of progress achieved for the Dutch Demo: 

TABLE 20: PROGRESS ON DUTCH DEMO INTERNAL MILESTONES LINKED TO THE IMPLEMENTATION OF SYSTEM USE 
CASES (SUCS) DURING THE PRE-DEMO PHASE 

Internal Milestones Month SUC-NL-01.01 SUC-NL-01.02 SUC-NL-
01.03 

SUC-NL-
01.04 

Finalisation of 
required data 

sources 
M9 - - - - 

Initial testing with 
data sample M10 

Sc.1, Sc. 2 -> All steps 

Sc.3 -> Steps 10,12,13 

Sc. 4 -> Steps 16,18,19 

Sc. 5 -> All steps 

Sc.1, Sc. 2, Sc. 4 -> All 
steps - - 

Alpha version M12 - - - - 

Complete 
connection points 
with data-sources 

M15 Sc. 3 -> Steps 11, 14, 15 - - - 

Beta version M20 N/A N/A N/A N/A 

Final version M26 N/A N/A N/A N/A 

Fully validated in 
the demo M36 N/A N/A N/A N/A 

 

3.4.4 Pre-Demo Evaluation 

3.4.4.1 Requirements Evaluation  
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D.2 Correctness of 
source data Assumed by definition To be evaluated in later 

stages 

D.3 Up-to-date 
management 

At least 75% of all data is accompanied by a 
timestamp 

To be evaluated in later 
stages 

D.5 
Management of data 

across organisational 
boundaries 

At least 1 organisational boundary is crossed Implemented 

D.6 
Data maintenance 

effort: human versus 
automation 

Max. 10 per month human intervention needed To be evaluated in later 
stages 

Conf.2 Distance between 
entities Any distance is acceptable - To be evaluated in later 

stages 

Conf.3 
Number of 

Information 
Producers 

At least 10 energy nodes To be evaluated in later 
stages 

Conf.4 
Number of 

Information 
Receivers 

At least 2 To be evaluated in later 
stages 

Conf.5 Communication 
media 

Wired and wireless and Bluetooth  connections are 
available 

To be evaluated in later 
stages 

Conf.6 Data exchange 
methods Publish-subscribe data exchange is available Implemented 

Conf.7 
Communication 
access services 

requirements 
Request-response data exchange is available Implemented 

Conf.8 
Commonly used 
communication 

protocol 
REST API and Knowledge Engine are available Implemented 

O.2 All constraints also 
apply. Processed personal data has at least one legal basis To be evaluated in later 

stages 

O.3 
Right to access, 
rectify, erasure, 

restriction 
Data retention policy has been defined To be defined 

O.4 Data transfer 
consent - Implemented 

O.5 Data retention policy No personal data is transferred to a third party Implemented 

3.4.4.2 KPIs Progress 
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TABLE 26: PROGRESS ON PORTUGUESE DEMO INTERNAL MILESTONES LINKED TO THE IMPLEMENTATION OF SYSTEM 
USE CASES (SUCS) DURING THE PRE-DEMO PHASE 

Internal 
Milestones 

Mont
h 

SUC-
PT-
01.01  

SUC-
PT-
01.02 

SUC-PT 
-01.03 
 

SUC-
PT-
01.04 
 

SUC-
PT-
02.01 

SUC-
PT-
02.02 

SUC-
PT-
02.03 

SUC
-
PT-
03.1 

SUC
-
PT-
03.
2 

SUC
-
PT-
03.
3 

Adaptation 
of 
EdgeConne
ct 
components 

M14 

Sc.1, 2 
and 3 
develop
ed and 
tested 
 

First 
tests 
conduct
ed 

First 
tests 
conduct
ed 

First 
tests 
conduct
ed 

- - - - - - 

Number of 
reserve 
resources 

M16        

Ste
p 1 
and 
2 

n/a n/a 

Data 
availability 
during pilot 

M18        Ste
p 3 n/a n/a 

Number of 
reserve 
resources 
enrolled in 
DPP 

M20        Ste
p 4 n/a n/a 

Adoption of 
market 
platform 

M24     

St .6 to 
St .10 
develop
ed and 
tested 

mFRR 
activati
on 
messag
e is 
ongoing
. AFRR 
activati
on 
messag
e has 
not 
started 
yet 

Not 
start
ed 
yet 

   

Adoption of 
interoperabi

lity 
mechanism

s 

M24 Not 
started 

Sc. 1 
develop
ed and 
tested 

Not 
started 

Not 
related 

St .5 
Data 
templat
e to be 
used 
defined 
among 
the 
partner
s 

Same 
as SUC 
02.01 

Not 
start
ed 
yet 

- - - 

 
 

3.5.4 Pre-Demo Evaluation 

3.5.4.1 Requirements Evaluation  
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Risks 
Risk of safe connection between IoT device and existing MC. Need to define safe 
connection that does not pose any threats for the existing DSO, this could pose a 

potential risk of a delayed deployment of edge calculation. 

Readines
s 

Deployment 
diagram The deployment diagram for SUC-SL-01.01 is presented in Figure 40 below for clarity 

Deployment 
preparation 

Service 3.2 -DTR/DLR on edge preparation: 
Collect off-line data for algorithm testing (.xml files with current measurement) 

Create sensor connection to IoT device in laboratory environment (testing connection 
between IoT device and sensors) 

Crate a connection with MC in laboratory environment. (Connect MC to IoT device and 
define TCP ports) 

Define the output data flow (protocols security, etc.) 

Adapt DTR calculation to IoT edge device. 

Host DTR calculation algorithm on IoT device 

IoT device installation preparation: 

Find locations with free second TCP on MC and high loads in winter (for the edge 
device) 

Define TCP ports on MC to send current data 

Deployment 
assessment 

Service 3.2 DTR/DLR on edge preparation: 
Collection of off-line data will be completed in this cycle. 

Sensors have been connected to IoT device in laboratory environments 
Connection between different data sources will be tested in laboratory environment 

DTR calculation will be adapted to the edge IoT device 
DTR algorithm will be hosted on IoT device 

The product of SUC-SL-01-01 will be tested in laboratory environment 

Possible risk and mitigation: 
The main risk will be the connection of all data sources on edge to fulfil the security of 

connections for DSO.  
The mitigation of the risk will be possible with the first solution of IoT device that will 

be able to get current data from cloud. So, the calculation can be tested on edge, 
without the need to wait on the defining the full security of the data connection 

Validatio
n 

Activitie
s 

Summary 

Previous cycle n/a 

Current cycle 

The focus on the current evaluation cycle is to prepare DTR calculation on the IoT edge 
device.  

Adapting DTR algorithm, select IoT device, define connections of data sources to IoT 
device and test the connections.  

The first iteration cycle will prepare the edge solution for DTR calculation. 

Future cycle 
The future cycle will focus on the actual integration of the IoT devices to DSO grid and 

the collection of data for SUC-SL-02-01 and SUC-SL-02-02 PowerCIM and ML/AI 
algorithm 
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FIGURE 40: DEPLOYMENT DIAGRAM FOR SUC-SL-01.1 (ONGOING PROCESS) 

SUC-SL-01.02 DYNAMIC LINE RATING EDGE CALCULATION  

Section Subsection Description 

Overview 

SUC Summary Dynamic Line Rating edge calculation 

Target(s) Testing the edge device in a laboratorial environment 

Expected UC 
Milestones 

Analysis and usage of relevant data 

Initial testing using the starting parameters (data) 

Single device connectivity showing promising results 

Actions 
implemented 

Multilateral meetings were performed in order to establish the inputs required for 
the execution of the use case. 

The testing of the data was performed by giving access to the weather station (the 
data includes wind, temperature and solar radiation) 

Requirements Assumptions Edge device is capable of providing real time evaluation based on the data provided 
(input) 
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Dependencies Use case is intertwined with the SUC-SL-01.01 

Risks 
The risk is present within the realm of data accuracy (actual temperature and 

wind). Additionally, the connection of the edge device must be completely safe to 
be implemented to the existing devices. 

Readiness 

Deployment 
diagram 

The deployment diagram for SUC-SL-01.02 is presented in Figure 41 below for 
clarity 

Deployment 
preparation 

The underlying infrastructure consists of collected data relevant to the use case 
(off-device data such as temperature and wind), connecting aforementioned data 
to the edge device (in a laboratory environment) and later using and adjusting the 

DLR with the edge device. 

The actual device will be in the proper infrastructure (location) that has a pre-
equipped weather measurement station 

Deployment 
assessment 

Data collection is a part of currently expected timeline. Testing of this use case will 
be performed in a laboratory environment (from all data sources). The calculations 

performed by DLR will be synchronised with the edge device. 

Risk factors include data accuracy and safety of the actual implementation of the 
device on any relevant pre-existing devices. 

Validation 
Activities 
Summary 

Previous 
cycle n/a 

Current cycle This stage includes data gathering and its applicability to edge device in 
accordance with the pre-existing DLR calculations. 

Future cycle Live integration in a fully operational TSO environment (substation, transformer, 
powerline) 
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FIGURE 41: DEPLOYMENT DIAGRAM FOR SUC-SL-01.2 (HIGHLIGHTS SHOW THE ONGOING PROCESS) 

SUC-SL-02.01 SEMANTIC MODEL OF THE SUBSTATION  

Section Subsection Description 

Overview 

SUC Summary Semantic model of the substation 

Target(s) 
Preliminary data from various systems are currently being integrated and 
merged into a single semantic model. The solution is being tested under 

laboratory conditions. 

Expected UC 
Milestones 

Finalising of required data sources 

Initial testing with data samples 

Alpha version 

Actions 
implemented 

Finalisation of Required Data Sources: 

As part of a project milestone, internal meetings were held within the pilot to 
define which data and formats would be used for designing the semantic 
model. Additionally, the approach for providing data to create the model 

within the PowerCIM platform was established. 

Initial Testing with Data Samples: 
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Test data from various systems was imported for one substation, which will 
be used in the test version. Different data formats were used and integrated 

into a single, unified semantic model of the substation. 

Alpha Version: 

The alpha version is planned for M16. In this phase, the imported models 
from different systems will be merged into a single, unified semantic model 

in a standardized format compliant with the IEC CIM standard. 

Requirements 

Assumptions Data obtained from different systems will be able to be integrated in the 
PowerCIM and connected into a single unified model. 

Dependencies 
SUC-SL-02-01 is dependent on the SUC-SL-01-01. 

SUC-SL-02-02 will use results from SUC-SL-02-01. 

Risks 
A potential risk is missing data and the inability to match the time series with 

the model. Another risk is the dependency on SUC-SL-01-01, as its output 
data, specifically the DTR results, are being used. 

Readiness 

Deployment 
diagram 

The deployment diagram for SUC-SL-02.01 is presented in Figure 42 below 
for clarity 

Deployment 
preparation 

PowerCIM platform: 
Collect off-line data for testing (CIM XML and CSV files) 

Import models from different systems 
Merge models into a unified semantic model and verify the data 

Import time series data and manually merge it with the CIM model 
Export data in a standardised format 

Deployment 
assessment 

Import of test data in various formats 

Integration of CIM models, time series, and DTR results into a unified model. 

Export of data in a standardised format 

Possible risk and mitigation: 

A possible risk is that the data will be incomplete and that the time series 
cannot be linked to the CIM model. The mitigation of this risk is conducting a 
test phase with preliminary data under laboratory conditions, after which the 

importing of real data - resulting from DTR edge calculations - will begin. 

Validation 
Activities 
Summary 

Previous cycle n/a 

Current cycle The current focus is on data processing and integrating the models within 
the PowerCIM platform. 

Future cycle 
The next cycle will focus on preparing for data import obtained as a result of 
the SUC-SL-01-01. Additionally, a cross-reference will be imported to enable 

automatic linking of the models. 
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FIGURE 42: DEPLOYMENT DIAGRAM FOR SUC-SL-02.01 (HIGHLIGHTS SHOW THE ONGOING PROCESS) 

SUC-SL-02.02 ML ALGORITHM FOR ENHANCED NETWORK MANAGEMENT AND PLANNING 

Section Subsection Description 

Overview 

SUC Summary ML algorithm for enhanced network management and planning 

Target(s) 
Specify the format of data exchange. Test all developed algorithms on dummy 

data. Start preparing algorithms for tests using real-world data collected at the 
site. 

Expected UC 
Milestones 

Finalisation of required data sources 

Initial testing with data sample 

Alpha version 

Actions 
implemented 

Finalisation of required data sources: over a few internal meetings in the demo 
site, there was a discussion about available data that is collected in the demo site. 
In the final discussion, data provider and service developer agreed on the dataset 

that will be used in she specific SUC. 

Initial testing with data sample: after the agreement on data that will be used in 
SUC, synthetic data representing real-world measurements was created. 
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Alpha version: ML algorithms needed for SUC were developed and tested on 
created representative data set. The accuracy of the developed tool was verified, 

which is a prerequisite for further development. 

Requirements 

Assumptions 
IoT device can host the algorithm on edge. 

All requested data will be available. 

Dependencies SUC is dependent on SUC-SL-02-01 

Risks There is a risk that IoT devices will not collect enough data needed to implement 
algorithms in a real-world environment. 

Readiness 

Deployment 
diagram 

The deployment diagram for SUC-SL-02.02 is presented in Figure 43 below for 
clarity. 

Deployment 
preparation 

Service 3.1. Enhanced Network Manageability and Observability 

Creating synthetic dataset for algorithm testing 

Defining the data exchange format 

Verification of the algorithms on created representative dataset 

Collection of data from already installed IoT devices 

IoT device installation preparation: Specifying locations (substations) where IoT 
devices will be installed 

Deployment 
assessment 

Service 3.1. Enhanced Network Manageability and Observability 

Collection of off-line historical real-world data 

Adaptation of developed algorithms to data from IoT devices 

Simulating all calculation on edge-level 

Ensuring connection between different data sources 

Verifying the accuracy of the algorithm on new dataset. 

Possible risk and mitigation: The main risk will be integration of all data and 
unavailability to perform all calculation on edge-level. Therefore, we will test on 

solutions on cloud-level to ensure backup solution 

Validation 
Activities 
Summary 

Previous 
cycle n/a 

Current cycle 
The focus of the current cycle is to develop needed ML algorithms and verify their 
accuracy on created synthetic data and to prepare algorithms for integration with 

real-world data connected from IoT devices installed in the demo site 

Future cycle 

Testing the algorithms on real-world historical data 

Further modification and improvements of the ML algorithms if necessary 

Integration of different data streams 
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3.6.3.2 Milestones and Progress 

This subsection revisits the internal milestones identified in D5.1 and assesses their current status, 
noting any updates, delays, or partial completions observed during the Pre-Demo Phase. The 
information is presented in Table 31, which maps each milestone to the corresponding 
implementation steps and indicates the extent of progress achieved for the Slovenian demo: 

TABLE 31: PROGRESS ON SLOVENIAN DEMO INTERNAL MILESTONES LINKED TO THE IMPLEMENTATION OF 
SYSTEM USE CASES (SUCS) DURING THE PRE-DEMO PHASE 

Internal 
Milestones Month SUC-SL-01-01 SUC-SL-01-02 SUC-SL-02-01 SUC-SL-02-02 

Finalisation 
of required 

data 
sources 

M9 - -   

Initial 
testing 

with data 
samples 

M14 
SC1 

Steps 1,2,3,4,5 
tested 

SC1 
Steps 1,2,3,4 

tested 

SC1 
Steps 1,2,3,4 

tested 

SC1: Steps 1, 2, 6, 7, 8 
SC2: Steps 1, 2, 6, 7, 8 

tested 

Alpha 
version M15 

SC1  
Steps 

1,2,3,4,5,6,7 
tested 

SC1 
Steps 1,2,3,4,10,11 

tested 

SC1 
Steps 1,2,3,4,6,7,8 

tested 

SC1: Steps 1, 2, 6, 7, 8 
SC2: Steps 1, 2, 6, 7, 8 

tested 

Complete 
connection 
points with 

data 
sources 

M20 - - - - 

Beta 
version M22 - - - - 

Final 
version M26 - - - - 

Fully 
validated in 

the pilot 
M36 - - - - 

3.6.4 Pre-Demo Evaluation 

3.6.4.1 Requirements Evaluation  

The following section presents the requirement for each SUC, which was initially introduced in D5.1 
including the description, acceptance criteria, and assigned testing partner.  An additional column 
now captures the progress status recorded during the Pre-Demo Phase, allowing a direct 
comparison between the targets set in D5.1 and the results achieved to date. 
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SUC-SL-01.01 DYNAMIC THERMAL RATING EDGE CALCULATION  

Req Description Acceptance Criteria Progress 

QoS.1 IoT device uptime 99% Device has not yet been integrated 

QoS.2 DTR accuracy +/- 5°C Device has not yet been integrated 

QoS.3 Real-time data export 
IoT device must be able to 

collect data from sources in 
real time 

Device has not yet been integrated, 

Temperature sensors are already tested, 
and the data collection is real time 

QoS.4 Frequency of data 
exchange 

Data exchange happens upon 
event request Device has not yet been integrated 

Sec.1 Ensuring 
confidentiality Quite important Prepared the data flow that follows DSO 

regulations 

Sec.2 Authentication and 
Access control 

Public key encryption 
(SSL/TLS) 

IoT device will be locked also the 
connection to cloud will be encrypted 

based on DSO regulations 

D.1 Correctness of source 
data Source data is usually correct Data is accepted only in the right format. 

D.2 Up-to-data 
management 

Received data must be up to 
data within second of source 

data changing 
n/a 

D.3 IoT device 
specification 

IoT device must meet 
technological specifications, 

including processor 
capabilities, memory, sensor 
type and connectivity options 
for efficient edge computing 

IoT device has been tested with 
different tests for hosting capabilities of 

DTR/DLR algorithms. 

Conf.1 System integration 
IoT device must be compatible 
and seamlessly integrated wit 

existing DSO grid infrastructure 

Prepared a document with the optimal 
connectivity of the device to existing 

infrastructure. 

Conf.2 Communication media 
Both wireless and wired 
communication must be 

supported 

The device has both options of wired and 
wireless communication. In the scope of 
the project most of the communication 

will be wired. (On edge) 

O.1 Compliance with 
standards 

Devices and processes must 
comply with European 

standards 

Currently tested and planned processes 
all comply with EU standards 
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SUC-SL-01.02 DYNAMIC LINE RATING EDGE CALCULATION  

Req Description Acceptance Criteria Progress 

QoS.1 IoT device uptime 95% Device has not yet been 
integrated 

QoS.2 Real time data collection Collecting real-time weather data from 
meters 

Device has not yet been 
integrated 

QoS.3 Response time Below 1s for general and critical 
operations 

Device has not yet been 
integrated 

Solar, wind and temperature 
sensors are being tested 

QoS.4 DLR accuracy Mean skin temperature error +/- 5°C. Device has not yet been 
integrated 

Sec.1 Ensuring confidentiality Very Important Data is in accordance with 
TSO regulations 

Sec.2 Information integrity 
violation prevention Quite important Data with cloud is safely 

encrypted 

D.1 Validity of source data Data source must be correct Fully accessible and accepted 

D.2 Real-time access Data available within seconds of change Not available within this 
stage 

D.3 Data consistency Instant synchronisation Constantly present 

Conf.1 Distance and location to 
the substation/powerline 

The device must be in close vicinity to the 
provided powerline and substation 

Exact location to be 
determined 

Conf.2 Number of devices Up to 5 devices Exact location to be 
determined 

O.1 Compliance with standards Devices are in compliance with European 
standards 

All in accordance with EU 
standards 

SUC-SL-02.01 SEMANTIC MODEL OF THE SUBSTATION  

Req Description Acceptance Criteria Progress 

D.1 Correctness of source 
data Data should be correct. Data is accepted only in the right 

format. 

D.2 Management of 
accessing different 

Data and models exchanges go every 
few days or weeks. n/a 
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types of data to be 
exchanged 

D.3 
Management of data 

across organisational 
boundaries 

Data exchanges go across boundaries 
between system developed by different 

vendors. 

The preliminary data used for 
testing has been obtained across 

different organisational 
boundaries. 

D.4 Naming of data items Components need to be assigned 
unique identifiers. 

At this stage, unique identifiers 
are assigned manually. 

D.5 Validation of data 
exchanges 

All data must be validated on each data 
exchange. 

Validation is tested on 
preliminary data from different 

systems. 

D.6 
Management of large 

volumes of data that are 
being exchanged 

The solution facilitates the utilisation 
and management of large models along 

with their dependencies. 

At this stage, it was tested on 
preliminary data. 

D.7 Data verification The solution enables data accuracy 
verification. 

This functionality is being tested 
on preliminary data. 

Conf.1 Commonly used data 
model 

The semantic model of the substation is 
aligned with the IEC CIM standard. 

Results from testing phase are 
aligned with the IEC CIM 

standard. 

O.1 Data privacy Devices and processes must comply 
with European standards 

Currently tested and planned 
processes all comply with EU 

standards 

SUC-SL-02.02 ML ALGORITHM FOR ENHANCED NETWORK MANAGEMENT AND PLANNING 

Req Description Acceptance Criteria Progress 

QoS.1 

 

Elapsed time response 
requirements for 
exchanging data 

More than 10 seconds Device has not yet been 
integrated 

QoS.2 Availability of information 
flows 

90% + availability - Allowed outage: 1 
month per year 

Device has not yet been 
integrated 

QoS.3 

 

Accuracy of data 
requirements 

Requires quality flag indicating at least 
normal and not normal 

Device has not yet been 
integrated 

QoS.4 

 

Frequency of data 
exchanges Periodicity greater than a few seconds Device has not yet been 

integrated 

Sec.1 
Eavesdropping:  

Ensuring confidentiality, 
avoiding illegitimate use 
of data, and preventing 

Quite important Device has not yet been 
integrated 
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unauthorised reading of 
data, is: 

Sec.2 

Information integrity 
violation: Ensuring that 
data is not changed or 

destroyed is: 

Quite important Device has not yet been 
integrated 

D.1 Correctness of source 
data Source data is usually correct Device has not yet been 

integrated 

D.2 Up-to-date management Received data must be up-to-date within 
minutes of source data changing 

Device has not yet been 
integrated 

D.3 

Data consistency and 
synchronisation 

management across 
systems 

Minute-by-minute synchronisation Device has not yet been 
integrated 

D.4 
Management of data 

across organisational 
boundaries 

Data exchanges go across boundaries 
between system developed by different 

vendors 

Device has not yet been 
integrated 

D.5 Data maintenance effort: 
human versus automation 

Data maintenance is partially automated 
but involves some human time and 

manual data entries 

Device has not yet been 
integrated 

D.6 Validation of data 
exchanges 

Data from different sources must be 
validated against each other 

Device has not yet been 
integrated 

D.7 
Management of large 

volumes of data that are 
being exchanged 

Major part of step involves handling large 
volumes of data 

Device has not yet been 
integrated 

D.8 
Management of accessing 
different types of data to 

be exchanged 

Numbers or types of data being 
exchanged are changed or updated every 

few minutes 

Device has not yet been 
integrated 

Conf.1 Distance between entities Varies and/or is not relevant Device has not yet been 
integrated 

Conf.2 Number of Information 
Producers Two to a few Device has not yet been 

integrated 

Conf.3 Number of Information 
Receivers Two to a few Device has not yet been 

integrated 

Conf.4 Communication media Any Device has not yet been 
integrated 

Conf.5 Data exchange methods Any Device has not yet been 
integrated 
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KPI11 Increased grid operational 
performance 

0% 
(Without 

DTR / DLR 
calculation) 

Up to 15-
25% more 
capacity 

in 
favourable 
conditions 

Currently the IoT device has not been tested 
in the actual grid 

KPI12 Faster application response 
times 

0% 
(DTR / DLR 
algorithms 

before 
adapting 
them to 

IoT) 

>10% 

KPI achieved. 

The algorithms have been adapted for IoT, 
which resulted in better performance and 

faster response times. 

KPI22 Increased DER participation 
in flexibility provision n/a 

5%Y1, 10% 
Y2, 15% 
Y3, 20% 
Y4, 25% 

Y5 

This service is based on the final ML 
algorithm which still has not been fully 

tested. 

KPIX 
(Demo 6 
specific) 

Number of systems 
integrated in unified 

semantic models 
0 >3 

At this stage, PowerCIM is being tested with 
preliminary data. Once the first IoT device is 
installed in the actual network, results from 

DTR edge calculations will be used. 

 

  





https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A52022DC0552&qid=1666369684560
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permanently installing the sub-metering adapter, adding an EMS/BMS connector, and implementing 
the functionality to push control recommendations back to users via the UI.  

In Portugal, the core EdgeConnect components have been successfully adapted, deployed, and 
tested, marking the achievement of the key pre-demo milestone. In parallel with this platform 
readiness, flexible assets are already being installed in consumer households. Accordingly, the next 
cycle will finalise the TSO-market interface and roll out the EdgeConnect platform and additional 
devices at scale. 

In the Slovenia demo, the alpha firmware for the edge Dynamic Thermal Rating (DTR) device has 
cleared laboratory tests, and data connections to the PowerCIM semantic model are confirmed. 
With this lab validation complete, attention now turns to field deployment. In the next phase, IoT 
units will be installed on live feeders, real-world data will begin to populate the semantic model, and 
the full ML toolkit will be validated under operational conditions. 

4.2 TECHNICAL ASSESSMENT 

Regarding the Finnish Demo, the technical focus has been on preparing the physical and edge 
infrastructure, which is now substantially complete. Key milestones were achieved with the 
deployment of an edge server, updated IEDs that provide data via the IEC 61850 standard, and a high-
speed fiber network. While the advanced HLSTM algorithm is still in development, a preliminary 
version of the anomaly detection service is running on the edge server as part of the deployed 
SSC600 SW solution. In summary, the physical and edge hardware is technically ready for the next 
stage of software deployment. Future technical work will focus on integrating a real-time digital 
simulator (RTDS) to stream live fault scenarios into the HLSTM model and setting up a cloud 
environment with a message broker to initiate testing of the predictive congestion management 
services. 

Regarding the Greek Demo, the core technical stack for the flexibility market is now operational. The 
platforms for the Local Flexibility Market (LFM) and the Aggregator have been developed and 
deployed in a cloud environment, successfully passing initial tests for user registration and trade 
execution. A crucial technical achievement is the operational data pipeline from the installed edge-
IoT devices to the cloud databases, which supports the validated demand and production 
forecasting modules. The next technical cycle will focus on enhancing the platform's sophistication 
by extending the optimiser to manage multiple customer portfolios, improving forecasting models, 
and critically enabling data space interoperability, as well as integrating with the HENEX developed 
platform.  

In the Italian Demo, the key software components, including the Energy Community Platform (ECP) 
and Blockchain Access Layer, have been technically developed as containerised microservices with 
RESTful JSON APIs, making them ready for both local and cloud deployment. The technical viability 
of the platform has been confirmed through successful tests in a simulated environment, and the 
grid behavior forecasting model has been trained on a large, real-world dataset. The primary 
technical challenge for the future is integrating these validated components with live field assets 
from the enrolled Energy Communities and deploying external weather forecasting services to 
enhance the platform's predictive capabilities. 

Regarding the Dutch Demo, the technical core is the Semantic Interoperability Framework (SIF), 
which is deployed and operational. A significant technical achievement has been the development 
and deployment of semantic adapters for various assets, such as DSO meters, PV, and EV chargers, 
which enable semantically rich data exchange. Furthermore, a prototype of the Anomaly Detector 
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service has been developed and integrated with SIF, proving the viability of the technical pipeline 
from sensor to AI service. Future technical efforts will focus on moving from monitoring to control 
by extending the Semantic Interoperability Framework to send optimisation recommendations back 
to the user interface and deploying the anomaly detection service on the live demo infrastructure to 
validate it with real-time data streams.  

In the Portuguese Demo, the central technical enabler of the "EdgeConnect" digital platform has 
been deployed in a cloud environment and has passed initial validation tests. The technical 
feasibility of activating flexibility at the device level was also confirmed through the successful lab-
based integration of a Home Energy Management System (HEMS) with residential assets. The core 
platform is, therefore, technically stable, and key integrations have been proven in a lab setting. The 
upcoming technical cycle is ambitious, focusing on scaling up the deployment of the EdgeConnect 
platform, completing the TSO market integration with full IEC62325 messaging, and testing the Data 
Space connector to manage data access policies. 

In the Slovenian Demo, the technical assessment shows that readiness at the component level is 
high, with individual technologies successfully de-risked in a laboratory environment. A key 
milestone was the lab validation, which confirmed that the selected IoT device is capable of hosting 
DTR/DLR algorithms at the edge. In parallel, the PowerCIM tool for creating a unified semantic model 
has been tested with preliminary data, and the ML algorithms for network management have been 
validated on synthetic data. The following technical phase marks a critical transition from the lab to 
the field, focusing on the physical grid integration of IoT devices, the collection of real-world 
historical data to test and refine ML algorithms, and the automatic linking of the PowerCIM semantic 
model with live data streams.  

Overall, the six demo sites have made substantial progress in hardware roll-out, established the first 
phase of edge-cloud services, and identified specific actions and well-defined tasks for the 
upcoming Full-Demo Phase.  

4.3 RISK ASSESSMENT 

A proactive risk assessment was conducted across all demonstration sites to identify potential 
technical and operational challenges ahead of the Full Demo Phase. The following paragraphs 
consolidate the site-specific risk registers compiled at M18. For each demo, the principal technical 
or operational threats that could affect Full-Demo readiness, along with the mitigation actions 
already initiated, are outlined below. 

Regarding the Finnish Demo, the primary technical risks relate to algorithm development and 
system integration. For anomaly detection SUCs, challenges include the difficulty of reproducing 
results with frequently changing algorithms and potential data versioning inconsistencies that 
could bias model outcomes. For congestion management SUCs, risks include the limited availability 
of DER flexibility and the potential for piloting edge solutions to delay the allocation of resources to 
cloud-based services. To address these challenges, the project's mitigation strategy includes 
placing the purchase order for the RTDS simulator while concurrently using a backup test bench 
with recorded files to keep model training on track. Furthermore, firmware updates are now bundled 
with routine IED service visits to avoid extra outages. 

Regarding the Greek Demo, the identified risks are centred on data quality, algorithmic 
performance, and user engagement. Several SUCs highlight the risks of incomplete data from IoT 
devices, potential latency issues, and the need to maintain GDPR compliance. A key market risk is 
the potential failure of the DSO to provide realistic network data. The project's mitigation efforts are 
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focused on launching an outreach campaign with financial incentives to ensure consumer 
participation. Meanwhile, the LFM platform is being container-tested against the HENEX sandbox 
to mitigate any last-minute interoperability issues with the market API. 

Regarding the Italian Demo, the most significant operational risk identified across its Energy 
Community SUCs is a potential delay in enrolling real-world communities, which would impact the 
transition from simulated to live data testing. Technically, there is a risk that newly trained machine 
learning models may perform sub-optimally due to data biases. As part of the mitigation plan, legal 
support has been allocated to expedite community contracts, and a public ECMWF API will be 
integrated as a fallback data source to ensure the PV model has access to live irradiance data. 

Regarding the Netherlands Demo, the risks are primarily focused on semantic interoperability and 
the reliability of AI-driven services. A key technical risk is that incorrect semantic mappings within 
the Interoperability Framework could lead to erroneous conclusions for dependent services, and 
any delay in the prototype EMS/BMS adapter could cascade into closed-loop control tests. The 
mitigation strategy involves re-prioritising the adapter development schedule and proactively 
booking a joint security audit with the campus IT team to address any security concerns related to 
pushing control commands. 

Regarding the Portuguese Demo, the risks span interoperability, scalability, and development 
dependencies. A recurring challenge is adapting the EdgeConnect data model to align with both 
Data Space principles and the IEC 62325 standard, which could reveal message-mapping gaps late 
in the process. There is also a risk of performance bottlenecks when scaling from a dozen to over 
one hundred assets. Mitigation activities are already in place, with load-testing scripts prepared for 
150-asset stress run and a joint workshop scheduled with the TSO to review each B2B message and 
ensure compliance. 

Regarding the Slovenian Demo, the main risks involve the transition from laboratory to field 
deployment. These include ensuring a secure and reliable data connection to legacy DSO and TSO 
infrastructure, the ruggedisation of edge devices for harsh winter temperatures, and aligning the 
physical installation of IoT units with tight DSO operational windows. The project's mitigation plan 
addresses these logistical challenges by pre-booking installation slots in the DSO maintenance 
calendar and scheduling a temperature-cycle test for the edge device in an environmental chamber. 
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APPENDIX I: Demo Deployment Template 

Section Subsection Description 

Overview 

Use Case Summary Brief description of the demo Use Case 

Target(s) Description of the target(s) of current the evaluation 
cycle 

Expected UC Milestones Description of the expected milestones that are 
expected to be achieved (as described on D5.1) 

Actions to be implemented 
Description of the actions/activities that will take place 

during the evaluation cycle, to reach the expected 
targets 

Requirements 

Assumptions Description of the assumptions that are made results on 
the evaluation cycle 

Dependencies Description of interactions with other developed services 
or components (or pre-requisites) 

Risks 
Description of potential risk factors identified that pose 
risks in the successful deployment of the components to 

be tested. 

Readiness 

Deployment diagram Diagram summary of the necessary steps for deployment 

Deployment preparation 
Description of the requirements for the components and 

the underlying infrastructure (consisting of both demo 
internal and HEDGE-IoT assets to be used) 

Deployment assessment 
Assessment of the completeness of the preparation for 
the evaluation cycle and the mitigation of the possible 

identified risks 

Validation Activities 
Summary 

Previous cycle Summary of the achievements and main actions of 
previous stages and the identified next steps 

Current cycle 
Summary of the main actions of the current stage as 

identified, and how they fulfil the recommendations of 
the previous iteration cycle 

Future cycle 
Summary of next steps (if any) and what needs to be 

achieved by the next cycle for improvements, 
optimisations, or refinement (if identified) 

Documentation Training documents 
Creation of documents that explain the main 

functionalities of the technology enablers under the 
demo UCs 
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Developer documents 
Creation of documents that extensively covers the main 

parts of the service, and facilitates the integration of new 
services 

Operation and Maintenance Creation of documents that covers the procedures for 
usage, start and restart of the services 
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